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1.
Purpose

This National Guidance document is designed to ensure that all police officers, staff and special constables are aware of the definition of a Critical Incident (CI), can identify one and can take appropriate and effective action in relation to it.
This is to be achieved by:
· Ensuring that every member of staff, regardless of rank or position, understands their role and responsibilities in relation to Critical Incidents;

· Ensuring victims, families and wider communities are confident in the response provided by The Police Service of Scotland; and

· Gathering and using organisational learning to the best advantage of the service and the communities we serve.
2.
Definitions

The definition of a Critical Incident is:

“Any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, their family and / or the community.’

· Effectiveness - a measure of the professionalism, competence and integrity evident in the police response to an incident. 

· Likely - all incidents that the police deal with could have a significant impact on confidence, but are they likely to?

· Significant Impact - significant should be interpreted as being particular to each incident but critically relates to the impact on the individual, family and / or the community.

· Confidence – this is a reference to the long-term confidence of victims, families and communities in policing.

This is a deliberately broad definition designed to ensure that any potentially Critical

Incidents are not missed. 

The definition encompasses not only Major Incidents and serious crimes that may immediately be identified as ‘Critical’, but also requires officers and staff to consider the impact of other crimes and incidents on victims, their families and the wider community, in order that an appropriate response is provided and confidence in policing maintained. 

For example, minor criminal acts may be viewed as nothing more than a nuisance by some but for others will have a much greater significance.

It is vital to consider the perception of those involved. If they perceive that the police response has been inadequate or inappropriate this may be sufficient to have a detrimental effect on community confidence and trust in the police.

This definition applies equally to Internal Critical Incidents (See Section 6).
3.
Identifying a Critical Incident

Critical Incidents can occur at any time and in any guise. As such it is imperative that all staff are able to recognise potential high-risk factors in what may initially present as an apparently insignificant event. Critical Incidents are not therefore the domain of one department or specialist unit. 

‘Major Incidents’, rapes, murders etc. are by their very nature subject to higher levels of scrutiny and management. Critical Incident Management (CIM) closes the gap between these serious or major incidents and those incidents which may not be immediately obvious as a Critical Incident, but may still impact on the victim, family and / or the wider community.

An incident which has the likelihood to escalate into a Critical Incident should be addressed promptly and efficiently. Reassuring and maintaining confidence is fundamental to managing a Critical Incident, as is restoring confidence where it has been lost. There are three phrases of Critical Incident management to be considered.
Three Phases of Critical Incident Management
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1. Preparing for Critical Incidents
This requires chief officers to consider current management structures to ensure, where possible, that:

· Staff are trained effectively

· Resources are available

· The overall quality of the police response reflects a competent and accountable standard of incident management.

2. Managing Critical Incidents
This considers how to identify Critical Incidents early on. It includes processes to ensure incidents are notified to the most appropriate person, and that they are managed effectively.

Early intervention can prevent a minor problem escalating into a Critical Incident.

Staff must ask themselves:

· What am I dealing with?

· What might develop?

· What is the potential impact of this incident and/or the police response to it?

· What is the perception of those involved? What are the expectations of those involved? Are their expectations proportionate and realistic?

· Who do I contact should I suspect I am dealing with a potentially Critical Incident?

In many cases a Critical Incident may be more difficult to identify than a ‘Major incident’ but may still have the potential to be catastrophic for individuals and communities. The following is a list of critical factors, which will assist in the identification process:

Specific Incidents

· Suspicious unexplained deaths

· Murders

· Incidents requiring a specialist police response

· Vulnerable missing persons

· Domestic abuse

· Serious sexual offences

Generic Factors

· Hate Crimes

· Crimes involving particularly vulnerable victims

· Repeat victim crimes especially where they impact on or are directed at a single victim or community

· Crimes involving high-profile victims or offenders

· Crimes where a police officer or member of police staff is suspected of committing the offence

· Internal system failure

· Incidents where the police may be responsible for the death or serious injury of the victim or offender

· Incidents which attract high-profile media attention

These factors are not exhaustive as there is a vast list of incidents that may fall into this category. This list will change with time and demographic conditions and is intended as a practical guide for officers and staff to assist them in framing a view as to what might constitute a Critical Incident.

3. Restoring public confidence

This considers incidents that have had a significant impact on public confidence but were not identified when the incident was live, and how confidence may be rebuilt through community engagement, resolution or a public inquiry.

Repeat / Vulnerable Victims

It is recognised that the ability to identify repeat or vulnerable victims or those who are the victims of hate crime will be a key factor in identifying potentially Critical

Incidents. Call takers/handlers at the Area Control Rooms/Service Centres utilise call-handling systems to assist in the early identification and flagging of such callers.

Hate Crime and Hate Incidents

There is an understandably strong connection between Critical Incidents and ‘Hate

Crime’ or ‘Hate Incidents’. The traumatic nature of hate crimes / incidents and their potential for far reaching impact on a victim, family and the wider community can be significant. Furthermore, hate crime represents a considerable element of repeat victimisation and as such may lead to a number of potential or actual Critical

Incidents. For further information, please refer to the Hate Crime SOP. [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.]
Major Incidents

Major Incidents will not necessarily be classified as Critical Incidents but they should be considered in the context of Critical Incidents due to the potential for high casualty numbers, the number of agencies involved and the likelihood of media interest.

However, Critical Incidents may only involve few people, few or no casualties and may well be a single agency response. Therefore a Critical Incident will not necessarily be categorised as a Major Incident. For further information, please refer to the Major Incident and Generic Scene Management SOP. [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.]
Pre-Planned Events

There is the potential for pre-planned events to become Critical Incidents, particularly where emotions are running high and disorder or violence may develop.

Events such as marches or high profile demonstrations will require Police Scotland to provide an effective response, which considers the needs of the community. Should the police response fall short of that required then this will potentially have a significant impact on the confidence of the community in the ability of the police to prevent disorder.

Recognising that significant events have the possibility to escalate into Critical

Incidents will allow for appropriate and proportionate considerations to be taken during the planning stages.

Non-Police led Incidents

There is the possibility that Police Scotland will become involved in a Critical Incident, which has not been initially led by Police. For example should a registered sex offender be re-housed by a local authority, any subsequent reaction by the local community may represent a significant incident for the police to manage. Similarly Immigration Enforcement may be involved in detaining suspects from their homes and police involvement may be required if there is any adverse reaction around a potentially sensitive matter. Essentially, despite the lead agency being a partner, this does not preclude the Police from declaring a Critical Incident and following this guidance in parallel with any work being undertaken by our partners

4.
Notification and Escalation of a Critical Incident

Initial Response

‘The Golden Hour’ – the initial local policing response is critical to the ability of the organisation to identify and manage risk. This applies equally to call takers and staff at the Control Rooms who may potentially identify a Critical Incident in the very early stages. 24/7 Sergeants and Inspectors will be expected to manage the initial stages of a Critical Incident and therefore the organisational risk lies with them. 

First responders are a crucial factor, as they will be relied upon heavily to identify criticality factors that may escalate an incident to a Critical Incident. Their initial decisions may safeguard community confidence in Police Scotland.

Reassuring, rebuilding and maintaining the confidence of the victim, their family and the community should be fundamental at this stage.

Criticality Factors

It is not just a specific type of incident that can have a significant impact on the victim. There can also be particular factors in any type of incident which may increase its impact.

The following Critical Thinking Matrix is a tool to help practitioners identify incidents which have or may escalate into a Critical Incident.
Criticality factors will change over time and between forces and reflect local demographics such as:

· Ethnic mix

· Diversity

· Density of population

· Local geography.

This list is not prescriptive or exhaustive.

Criticality factors should also take into account local situation awareness, which will reflect the mood of the community at any given time.
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Referral

Officers or staff who suspect that a particular incident meets the criteria for a Critical

Incident should escalate their concerns to the Duty Patrol Inspector (or where appropriate in their own line management structure to the Detective Inspector or

Duty Officer at Service Overview). All such referrals should be recorded on the relevant STORM incident log (this is the responsibility of the officer or staff member making the referral). The Inspector receiving the referral should then consider what, if any, immediate mitigation measures may be required and whether or not the on call senior officer for the Division should be notified.

Declaration

Whilst any officer may initially identify a potential Critical Incident, the matter may then be raised up the chain-of-command, to the officer currently identified as Gold.

The ultimate decision to confirm that the matter will continue to be dealt with as a Critical Incident will lie with Gold.
It may be that not every incident initially identified as a Critical Incident will ultimately be dealt with as such. Senior officers who are notified must decide:

· Is the consideration valid?

· Does the current level of deployment deliver an effective police response?

· Should incident be escalated further and / or be declared a Critical Incident?

There must be at least one objective reason why the effectiveness of the police response is likely to have significant impact on the confidence of the victim, their family or the community.

The following Risk Assessment Tool is included to assist in the decision making process:

Likelihood

	LEVEL
	MEANING
	SCORE

	Very High
	Is almost certain to occur
	5

	High
	Is likely to occur
	4

	Medium
	Is as likely to occur as not to occur
	3

	Low
	May occur occasionally
	2

	Very Low
	Unlikely to occur
	1


Impact

	LEVEL
	MEANING
	SCORE

	Very High
	Catastrophic impact threatens success of the organisation and impacts on entire Force area. Long-term impact on confidence of individuals and communities in the police response. Adverse media reaction.
	5

	High
	Major impact on communities and individuals. Major risk to reputation and negative media coverage.
	4

	Medium
	Significant impact to local community, individuals and their confidence in the police response.
	3

	Low
	Minor impact to an individual or small group. Minor disruption to several people. Little change to levels of confidence in police response.
	2

	Very Low
	Negligible impact or inconvenience to individuals/communities. No damage to relationships and confidence. 
	1


The risk is rated by multiplying the likelihood by its impact. The resulting risk is then assessed within the following Risk Rating table, which should then give an indication of the level of action or type of strategy necessary to manage the risk appropriately.
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   LIKELIHOOD             

IMPACT
	VERY HIGH
	HIGH
	MEDIUM
	LOW
	VERY LOW

	VERY HIGH


	25
	20
	15
	10
	5

	HIGH


	20
	16
	12
	8
	4

	MEDIUM


	15
	12
	9
	6
	3

	LOW


	10
	8
	6
	4
	2

	VERY LOW


	5
	4
	3
	2
	1


	RISK RATING
	RISK LEVEL
	ACTION REQUIRED

	11 to 25
	HIGH RISK
	Immediate action required. Refer Upwards. Consider Critical Incident.

	6 to 10
	MEDIUM RISK
	Review current status, actions and interventions ASAP. Consider referral upwards.

	1 to 5
	LOW RISK
	Limited additional action required. Consider long-term plan.


The Command & Control incident should reflect the decision to declare a Critical Incident at the earliest opportunity. The incident log and / or Critical Incident Management Decision Log (Form 050-001) [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.] should be updated with the process and rationale throughout.
Timing
It is vital to appreciate that an incident can be declared as critical at any stage during its handling and not just in the initial stages. This may become evident should circumstances dictate or someone presents a different point-of-view etc. Indeed an incident may become critical due to poor initial police response.

Tasking and Coordinating Group Process

The Tasking and Coordinating Group Process (TACG) (Also known as the Tactical tasking and Coordinating Group (TTCG)) will act as a safety net to ensure that no Critical Incident is missed. Local / Divisional Operational Review Management meetings and, where appropriate, the daily executive briefing or Service TACG will be best placed to consider medium and longer-term issues. Critical Incident Management should be added to TACG agenda at all levels.
5.
Media

Corporate Communications / National News Desk (01786 896000 / NewsDesk@scotland.pnn.police.uk) should be made aware of any incident that may be treated as a Critical Incident in the early stages. This will be undertaken by the initial Gold commander or someone identified by them. 

Effective management of local and national media during any incident where a

Critical Incident has been declared is vital. If an incident generates publicity, Gold will prepare a briefing note for Corporate Communications, who will assist in providing a considered and consistent response to enquiries, especially when external agencies and interested parties become involved. A strategy to deal with ongoing media issues, considered by all appropriate agencies, will be produced to ensure that no material sensitive to community tension is released.

Corporate Communications, in consultation with Silver / Gold, will ensure that no press release is made without prior notification to the family / victim where appropriate. This will often be linked to the reassurance messages prepared by

Safer Communities Diversity Unit / Reassurance Bronze.

6.
Internal Critical Incidents

Police officers and staff who work together may also be recognised as a community in their own right. A team may consider themselves to be a family (but at the same time also contain, or be part of, a number of other separate and distinct communities, e.g., special interest groups, federation or union groups).

Certain incidents may have a significant impact on the confidence of these internal communities. These are known as internal Critical Incidents and can include bullying, discrimination, corruption or other inappropriate behaviour, as well as the death or serious injury of a colleague. Extensive organisational upheavals, such as force restructuring or a review of pay and conditions, may also be considered as

Critical Incidents.

Irrespective of who the victim or the community is, the police response to the Critical Incident should always be the same.

Internal Critical Incidents have the potential to become a significant issue in terms of 

Force reputation and organisational risk. Additionally they have the ability to attract huge media interest. For example there have been a number of internal conduct matters which have attracted considerable press coverage. The explanation around internal processes and decisions about individual cases may influence communities’ levels of confidence in Police Scotland.

[Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 38, Personal information.]
7.
Critical Incident Management Process

Identify - Deal – Refer (IDR)

The basic IDR formula will give immediate assistance to all staff members faced with a potential critical incident.

· Identify – Undertake an initial risk assessment and identify criticality factors.

· Deal -Take appropriate steps to deal with the incident (following relevant protocols).

· Refer – Refer the incident to a line manager.

IDR Flowchart
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This flowchart represents how the identification and referral process may work in practice. It must be stressed that depending on the circumstances and the nature of the incident that not all of these stages will necessarily be encountered. For example where the need to instigate Critical Incident Management is immediately obvious or where a Senior Officer is present and immediately makes the decision to declare a Critical Incident. In this scenario you would progress directly to Critical Incident Management and commence the relevant Critical Incident Management Decision Log (Form 050-001). [Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.] Likewise, you would not necessarily wait for a TACG / TTCG process.
Conversely there may be occasions where a Critical Incident is identified at

Inspector or Chief Inspector level but due to the work already carried out and interventions made, there is no need to immediately raise the matter any further. The incident can then be referred to the next TACG / TTCG process.

The flowchart demonstrates a number of key points within any incident where a potential Critical Incident may be identified and declared. This highlights that there are a number of checks and balances within the process, which should ensure that no Critical Incident is missed and reinforces the concept that a Critical Incident can be declared at any point within the incident and not merely at its outset.

8.
Incident Command

For the command of incidents, the Gold, Silver, Bronze method of command structure works equally within the Critical Incident Management process as with all other incidents and will be utilised here. 

It is important to stress that Gold, Silver and Bronze is role rather than rank specific and the scale and nature of the incident will dictate who occupies the role. In many major incidents or significant events, Gold may be held by a member of the

Executive or a Local Policing Commander. However, in smaller more localised incidents it may be relevant that Gold is held by the Area / Local Policing Chief

Inspector, with the Sector / Community Inspector at Silver. Each incident or event will be different and the level of activity required will dictate the command structure.

Gold – Strategic Lead, setting overall strategy that all other plans will take account of. The Gold Commander will have responsibility for both the ‘incident / investigation’ and the Critical Incident considerations. Where an incident crosses local policing / divisional boundaries the Executive will appoint Gold. It is anticipated that Gold will be held in by an officer of at least Area / Local Command Team level who will link in to Executive as required.

Silver – Tactical Commander, co-ordinates individual strategies developed by

Bronze Commanders in accordance with the strategic aims. Dependant on the scale of the incident / event there may be a Silver specifically appointed to concentrate of the Critical Incident Management aspects. 

Bronze – Operational Commanders – There may be several appointed, each occupationally competent in a relevant area i.e. Diversity, Community Reassurance etc. Bronze commanders will report to Silver and produce individual strategies. 

Any Critical Incident Management command structure is designed to be complementary to the existing and well-understood command and control structures

(Particularly for specific incident types such as firearms incidents which have well documented and nationally agreed protocols) and will add value to the investigation.

The Gold Commander will communicate regularly with Silver Command to ensure continual review and drive in the agreed and appropriate direction.

Critical Incident Management Command – Significant Event
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Critical Incident Management Command – Local incidents

[image: image4.emf]Gold

Area / Local Command 

Team Member

Silver

Sector / Community 

Inspector

Bronze

Community / 

neighbourhood 

Sergeant


9.
Incident Assessment and Monitoring

Gold will ensure that continual assessment is made throughout the incident to capture any remedial action which may be required to recover or ensure continuing and effective leadership.

Consideration should be given to making contact with the SCD Safer Communities

Equality & Diversity Unit
 [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.] (on-call if necessary) in order that they can have an active and involved role within any investigation. This is particularly relevant in any case where there is (or may be) community tension. They will be in a position to provide advice and guidance in relation to community impact and reassurance. 
Monitoring

Should consideration be given to classifying an incident as critical then these deliberations, rationale and decisions should be recorded on Command and Control and crime recording systems (where relevant). Should the decision be made that an incident will not be deemed as critical then existing procedures for recording and managing the incident should be followed. Should a Critical Incident be declared then a Critical Incident Management Decision Log (Form 050-001) [Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.] should be utilised.
Critical Incident Management Decision Log

It is vital that all decisions made in relation to a Critical Incident are recorded from the very outset and made using the National Decision Model. A Critical Incident Management Decision Log (Form 050-001) [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.] is a vital element of accountability and allows for the documenting of clear rationale behind decision-making. 
In the first instance details of decisions made may be added to

Command & Control. This will immediately provide a permanent record of the decision-making process and rationale. Incidents can be linked to ensure all related matters are considered. It is recognised that electronic systems can become challenging to use as an incident continues and as such a Critical Incident Management Decision Log (Form 050-001) may be utilised for the recording of subsequent decisions and rationale. 

The commencement of the log and decisions made will be timed and recorded chronologically within the document. At the closure of any incident, Silver will collate and arrange for the storage of all the documentation relating to the incident.

A Community Impact Assessment (CIA) will be started to record details of specific community related actions or interventions. The Senior Investigating

Officer (SIO) for the investigation will commence his / her own Policy log, which will remain separate and distinct, and will specifically record policy and decisions in relation to any ongoing criminal investigation. 

A process of natural review will be encouraged with each change of ownership requiring scrutiny of the foregoing and questioning of the current position:

· Line manager;

· PIO / Duty Inspector;

· On-call;

· Level 1 & 2 TACG / TTCG;

· Gold Group.

This will also pass accountability to the oncoming commander.

Where possible it may be desirable to undertake peer review or self-reflection to achieve an alternate perspective.

10.
Community Impact Assessment (CIA)

A CIA will always be undertaken when a Critical Incident is declared.
A Critical Incident Management Policy Log will not replace the need for a CIA. The CIA will be instigated as part of the CIM process and will provide a specific format in which to record and store details of community engagement, action and intervention.

For more information, refer to the Community Impact Assessment Divisional Guidance. [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.]
11.
Debrief and Organisational Learning

Any reviews undertaken will focus on the processes, strategy and leadership with the most important aspect being the ability of the organisation to put any associated learning into practice. Debriefs, directed by gold, will be conducted to allow Police Scotland to identify best practice, any gaps in procedure and capture any learning. This learning will then be used to guide future training and risk management. Any partners involved during the incident may be invited to participate in any debrief. 

Officers and staff involved will be debriefed in terms of operational matters during a

‘Hot debrief’ and where appropriate consideration given to a Trauma Risk Management (TRiM) [Link has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.] assessment / Peer or Incident debriefing.
The closure of any critical Incident will include a formal review and will include debriefing those involved.

12.
Decisions, Errors and Avoiding Decisions

There is a growing body of research which focuses on police decision making during

Critical Incident Management. This suggests that cognitive bias (a person’s pre-determined and unconscious thought process) affects decision making. It tries to shed light on how people might make mistakes when assessing difficult situations, and how this can lead incident commanders to pursue a course of action that might hinder the successful management of an incident.

In addition, there is fresh understanding about why some commanders might excessively delay or avoid making a decision even when it is clear, both at the time and later, that a decision was needed.

All decisions that are taken in relation to Critical Incidents should be done so by using the National Decision Model (NDM) to record the decision and rationale. 

Incorporating Learning

Chief Officers need to be aware of the findings of this research and ensure that their

Critical Incident commanders at operational, tactical and strategic levels understand the factors involved in effective decision making. An experienced commander who is aware of these factors can be alert to them during the response to an incident (in themselves or in others) and can take steps to limit their negative impact.

Improving Accountability

Understanding the factors affecting decision making will help officers to account more clearly for the decisions they make, and to identify what was done to mitigate common errors. This will reduce the fear of excessive accountability, which may prevent officers from making a decision at all.

13.
Restoring Public Confidence

Where there is a loss of public confidence, the initial objective is to restore confidence in the ability of the police to provide an effective and quality service. It is anticipated that this loss of confidence will become evident during the incident and plans to recover the situation should be implemented as a matter of urgency.

It is important that assumptions are not made about why confidence has been lost and that the problem is accurately identified. Letters and other communications received by the Force; in addition to any press articles should be accurately recorded and promptly responded to. Failure to respond competently and diplomatically may compound the original problem. Any response should be directed by the Gold

Commander to ensure that all aspects of the investigation, incident and advice are taken into consideration.

Community issues identified may continue to have an impact in the medium to long term and the gold group should consider activities / action to address this. This will include working with partner agencies where appropriate or providing additional resources to work within a particular neighbourhood or area.

The CIA will continue to record ongoing work within the community. Where the

Police are found to be at fault, it is important that the organisation learns from this and most importantly apologises to the victim, their family and community. This will assist in demonstrating that Police Scotland has a positive attitude to restoring public confidence.

Community representatives and external partners may provide a bridge between the police, victims and the wider community.

14.
Training

All officers and staff should be given training in relation to Critical Incidents given the onus that will be placed on all staff to identify and escalate possible Critical Incidents.

This should take a bottom-up approach and will include frontline officers ensuring that Sergeants are given the capability and confidence to perform this function as a frontline supervisor.

To this end a layered package of training products will be developed to ensure that all ranks are given specific and relevant training as to their role and responsibilities when dealing with a Critical Incident.

15.
Retention of Records
All forms generated in realtion to a Critical Incident must be retained in accordance with the POlice Scotland Record Retention SOP. [Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 35, Law enforcement.]
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