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	Management of Records
Standard Operating Procedure


	This SOP provides clear direction and procedural instruction to provide a consistency of response in accordance with force policy, however it is recognised that policing is a dynamic profession and the standard response may not be appropriate in every circumstance. In every situation, your decisions and actions should be supported by the National Decision Model and based on the values and ethics of Police Scotland. You may be expected to provide a clear and reasonable rationale for any decision or action which you take.

	Notice:

This document has been made available through the Police Service of Scotland Freedom of Information Publication Scheme. It should not be utilised as guidance or instruction by any police officer or employee as it may have been redacted due to legal exemptions


	Owning Department:
	Information Management

	Version Number:
	3.00

	Date Published:
	27/01/2021


1. Purpose / Scope
This Standard Operating Procedure (SOP) supports the Police Service of Scotland, hereafter referred to as Police Scotland (PS), policies for:

· Records Management;
· Data Protection;
· Freedom of Information;
· Information Security;
· Protection of Vulnerable Groups (PVG).
PS’s Records Management Policy commits all Officers and Staff who create, receive, manage and dispose of records to do so in line with that Policy and supporting procedures, including this SOP.
This SOP outlines requirements that must be followed by all PS Officers and Staff for the management of all electronic and hardcopy records created or received by Police Scotland, including those stored with external storage suppliers. 
Records are a vital asset for PS in maintaining operational integrity and public trust, but they can also present significant financial and reputational risk where not managed robustly. Records must be managed in line with this SOP to ensure that they are:

· Accurate;
· Reliable;
· Classified according to the function / activity that they relate to;
· Readily available to those that require them;
· Up to date;
· Kept secure;
· Disposed of at the right time and securely.
This SOP must be complied with to ensure fulfilment of statutory obligations under the Public Records (Scotland) Act 2011 (PR (S) A) and in particular to ensure that the measures outlined in the PS Records Management Plan are implemented in practice.

This SOP supports compliance with the Section 61 Code of Practice on Records Management under the Freedom of Information (Scotland) Act 2002.
2.
Roles and Responsibilities
The responsibilities below relate to the records management processes outlined in this SOP. The Information Governance SOP outlines wider responsibilities, including risk management and data protection responsibilities, for the management of Information Assets, of which records comprise.

	Role
	Responsibilities

	Accountable Executive Officer
	· Strategic responsibility for records management.

	Information Management - Records Manager
	· Corporate responsibility for records management and day to day management of processes;
· Provides regular updates to the Keeper of the Records of Scotland in respect of the Records Management plan required by PR(S)A;
· Provides regular updates to the Accountable Executive Officer on records management arrangements;
· Maintains PS’s Information Asset Register which documents where record sets are held, who has responsibility for them and how they align to the BCS;
· Responsible for management, development and implementation of this SOP and providing supporting guidance.

	Information Assurance
	· Responsible for assessing compliance through regular information audits.

	Information Asset Owners
	· Responsible for ensuring that records created by their areas are managed in line with this SOP


3.
Identifying Records
In order to manage records effectively, it is important to be able to identify them.

Records are created by all divisions, departments and functions of PS, as an account of day to day processes (e.g. duty management), business transactions (e.g. procuring body armour), decisions taken (e.g. meeting decision logs) or fulfilling statutory obligations (e.g. preparing and submitting criminal cases to court).
Records provide evidence that these activities took place and ensure accountability for PS’s actions. They can be used to inform future activity (e.g. planning for a major event), as evidence in a legal challenge (e.g. complaint against the police) and to document how public funds are used (e.g. financial accounts). In the longer term, certain records are relied on to show the history of policing.
Records are defined by the activity they relate to, regardless of whether they are electronic or hardcopy. For example, all e-mails, word documents, photographic prints, paper forms, as well as electronic and paper notebook entries, relating to a case should be treated as the record of a case.

Not all information should be treated as a record. Information that does not need to be managed as a record includes, but is not limited to:
· Business messages of very short term value, such as arrangement of meetings, unsolicited advertising etc.;
· E-mails in a chain discussion where the previous e-mails are copied in the body of the most recent message;
· Personal messages;
· Copy messages provided for information purposes only.

Information that is not a record must be securely disposed of on a regular basis to ensure that trivial (but potentially personal) information is not stored unnecessarily.

PS’s Information Asset Register (IAR) must be used to record information assets, of which records comprise. The Record Retention SOP provides further generic examples of the primary records created by Police Scotland as well as how long they must be retained.

4.
Creating Records
Records must be created in the format most suitable to the situation that requires the information to be recorded (e.g. paper interview notes, electronic financial spreadsheet, electronic speed camera images). To determine the most suitable format, refer to existing processes and consider ease and regularity of access and the ways that the information needs to be used and distributed.

Records received or inherited from outwith PS should generally be retained and managed in the format received to preserve original context of the records.

It is generally not necessary to retain multiple copies of the same document in different formats (e.g. paper copies of electronic documents must not be printed for storage). In certain circumstances it may be appropriate to retain multiple copies, but only when each copy serves a unique purpose (e.g. where a signature is required on a hardcopy of a PDF document).

Records Management issues must be taken into consideration when planning or implementing ICT systems, when extending staff access to new technologies and during restructuring or major organisational changes, to ensure that record keeping requirements are met from the start of such new processes.

As per the Management of Records Divisional Guidance document, records must be labelled or named in a manner that clearly defines the content, including subject, date and version (where applicable), e.g.:
‘20200603 Records Management Naming Conventions v2.00’
5.
Business Classification of Records
All records must be linked to the division and department responsible for creating and managing them in line with this SOP and other applicable SOPs and guidance.
In practice, a business classification of records means that they are mapped to the operational / business functions carried out by PS on a daily basis.
Records Management maintains a number of interlinked mechanisms for classifying records: a Business Classification Scheme (BCS) that outlines the functions and activities performed by PS; a national file plan for shared drives; and a national naming convention for shared business mailboxes and other communication platforms.

All mechanisms for creating and storing records, including but not limited to, shared drive folders, shared business mailboxes, SharePoint sites and accounts with external storage suppliers, will be structured according to these classifications, with all amendments subject to approval from Records Management.

6.
Management of Hard Copy Records
Paper records and other physical storage devices (e.g. audio and video tapes) may be stored within offices, within police buildings or where suitable within an approved off-site storage company as part of a contract administered by Records Management.
Irrespective of their location, records must be stored securely, in accordance with their Government Security Classification (GSC) and in a manner that protects them from environmental damage (e.g. water damage).
All stored records must be indexed in sufficient detail to facilitate discovery of individual files (e.g. case files) or groups of files (e.g. files relating to a single project or event) as appropriate. Finding aids must be saved to an appropriate area on a shared drive, ICT-supported system or using an approved system provided by an off-site contractor.
Where records are stored locally in police buildings (including where temporarily retrieved from off-site storage), a register must be maintained to sign records in / out of storage or to document transfer between individuals.
The Management of Records Divisional Guidance provides details of off-site storage arrangements, including which records are / are not suitable for off-site storage. This guidance must be followed to ensure that records are appropriately indexed and stored with an approved records storage provider where required.

7. 
Management of Electronic Records
Failure to store electronic records in shared areas poses a significant risk to the operational and organisational aims of PS.

Shared drive folder areas are set up for divisions and departments and must be accessible to appropriate staff, to ensure that knowledge is available when required.

The structure of the shared drive folders is developed and maintained by Records Management working with divisions and departments across the Force.
For security and access reasons, the first three levels of this folder structure (e.g. PSData / Folder 1 / Folder 2 / Folder 3 /) cannot be changed by users without an ICT Service Request and approval of Records Management.

Where new divisions and / or departments are formed, Records Management must be consulted to ensure appropriate shared drive storage is in place.

Access to shared drive folders must be requested through a divisional / department authoriser using the User Account Maintenance (UAM) process.

Under no circumstances are shared drive folders accessible to only one individual permitted.

Records stored in personal / home directories must be kept to a minimum and limited to work related information that is personal to an individual (e.g. timesheets, career development and training information) or confidential information while work in progress (e.g. initial report on a complaint).

Individuals must not store duplicate copies of records held elsewhere by PS (e.g., copies of crime reports and witness statements that are held on a crime management system should not be stored in a personal drive for the purposes of training and development). This is to ensure that individuals do not act on outdated information, information is not retained for longer than the original version and personal information is not retained for purposes other than those for which it was created / obtained.

In general, folders are not to be created specifically for different types of document: for example, e-mails are not to be filed separately from spreadsheets and MS Word documents, but rather all information related to a particular function (e.g., a case or project) should be stored together.

All applicable guidance in this SOP must be applied to records stored on SharePoint and other systems that contain unstructured electronic data (i.e. information that is not kept in a database).
8.
Management of E-mail
The e-mail system is for communication and is not an appropriate location to store records. 

All Officers and Staff have a personal business mailbox and must also have access to relevant shared business mailboxes (i.e. mailboxes with multiple user access) as required for the division / department that they work within.

Access to shared business mailboxes must be requested through a divisional / department authoriser using the User Account Maintenance (UAM) process.

Where communication relates to core / operational business of a division / department, a relevant shared business mailbox should be used to send / receive e-mail. 
E-mails which are of no record or information value must be deleted regularly from both personal business and shared business mailboxes. 

E-mails that need to be retained must not be filed in personal or shared business mailboxes beyond the initial period required to process them. They must be saved to a suitable shared drive folder and regularly reviewed and deleted when no longer required.

Fixed quotas are in place on personal and shared business mailboxes to support this practice. If e-mails are not regularly deleted, this quota will be reached and mailbox functionality will be lost.

The creation of shared business mailboxes is subject to approval of Records Management and is dependent on identification of business need for a shared mailbox, checks to ensure that existing mailboxes cannot serve the purpose and agreement of a suitable display name and e-mail address.

Guidance on the management of e-mail and mailboxes, including requests for quota increases and new shared mailboxes, can be found in the Management of Records Divisional Guidance.
9.
Destruction of Records
Arrangements

The PR (S) A requires arrangements to be in place for the proper destruction of records.

At the end of the retention period listed in the Records Retention SOP, records must be reviewed and / or destroyed securely and records of their destruction generated and passed to Records Management.
Small quantities of paper records can be shredded within business areas or deposited in the nearest confidential waste console for uplift by the approved confidential waste supplier as part of the regular collection schedule.

Larger quantities of records should be placed into confidential waste bags and uplifted by the approved confidential waste supplier for secure destruction. Ad-hoc collections of larger quantities of bags can be arranged by contacting the help desk of the current PS soft facilities supplier.
The Information Security SOP provides details of mandatory destruction arrangements for all formats of records, including precautions appropriate to the sensitivity of the records.

All copies of records must be identified and destroyed at the same time (e.g. where an electronic crime enquiry record is destroyed, any printed paper copies must also be destroyed).

Recording the Destruction of Records

Section 61 Code of Practice on Records Management under the Freedom of Information (Scotland) Act 2002 stipulates that a list of destroyed records must retained by bodies subject to the Act, including PS.
This process will vary depending on where the records are held (e.g. for paper records a destruction form should be completed as noted below, but where records are automatically destroyed by an electronic system, that system should have the capability to evidence weeding rules in place at a given time).
As a minimum however, the Force must be able to provide evidence that as part of routine records management processes, disposal of a specified type of record of a specified age range took place in line with the record retention rules.
Record Destruction Authorisation (Force Form 081-003) provides a format for recording record series and / or files which have been destroyed (electronic or paper), who authorised destruction and when it was carried out. This form must be forwarded to Records Management on completion.
When compiling such a list, an assessment must be made as to whether it is appropriate to maintain the record of destruction at file or at series level:
· File level: A description of the individual files, for example ‘2005 Staff Satisfaction survey returns’; ‘Summer 2019 safety campaign – draft poster designs’ or ‘Operation 123 door to door enquiries’.

· Series level: A description of an entire series of records, for example ‘Freedom of Information requests 2015-2016’; ‘Personnel leavers’ files 2017-2018’ or ‘Petty cash forms April 2013- April 2014’.
Data protection legislation requires PS to retain personal data for no longer than is necessary for the purpose for which it is processed. Whilst it is appropriate to record the destruction of some records at file level (see above examples), there are certain police records, for example intelligence files or crime recording data, where it is inappropriate to maintain a record of individual files which are indexed by name (personal data) once they have been destroyed.
Consequently, series level descriptions must be used to record destruction of records, particularly in electronic format, where the file title is dependent upon persons’ names.
Where records that are subject to series level destruction are retained, an exception list must be noted alongside the series level destruction on Force Form 081-003 Record Destruction Authorisation prior to forwarding to Records Management.

10.
Archive Arrangements
PS has a commitment under the PR (S) A to ensure that records that have enduring value are permanently retained and made accessible to the public in line with the Keeper of the National Records of Scotland’s Supplementary Guidance on Proper Arrangements for Archiving Public Documents. Such records have ‘Offer to Archive’ as a disposal action in the Record Retention SOP.
To fulfil this commitment, PS will deposit its archives and the archives of predecessor forces that it has inherited with appropriate public sector archive service providers.

The decision of where to deposit records will take into consideration the body that created the records (i.e. PS or a predecessor force), the type of record (e.g. personnel files for an entire region may go to a lead authority for that region, rather than being split up) and format of record (e.g. certain film / media records require to go to an archive partner that has the ability to preserve and make accessible such storage formats).
Records Management will ensure that agreements are in place with appropriate partner archive services for the transfer of such records.
Any records located that meet the criteria for archiving in the Record Retention SOP or are historical in nature (defined as 30 years or older by Section 61 Code of Practice on Records Management under the Freedom of Information (Scotland) Act 2002) must be referred to Records Management for assessment.
11.
Security of Records
All records must be classified, handled stored and destroyed in line with the Information Security SOP.
All existing ICT user access permissions (e.g. for shared drives, mailboxes, SharePoint) must be removed from users transferring between divisions / departments unless Records Management specify otherwise.
Unique access permissions may be set / changed at the first 3 levels of the shared drive structure in order to determine which users can access records. This functionality is used to provision access to users in accordance with the classification of departments / functions responsible for managing the records contained. Changes to this structure and access permissions can only be made through an ICT Service Request approved by Records Management and with the approval of the division / department responsible for the shared drive area.
It is not permitted to store records out with PS systems or approved record storage providers.
Officers and Staff who have their employment terminated or who are suspended by the Force are not permitted to review or delete any records.

12.
Division / Department Ownership of Records
All records are owned by the division / department that they relate to and not by individuals.
Officers and Staff transferring between divisions and departments must not take physically, or move electronically, records or copy documents relative to their existing post to their new post, except where permission from the Head of Department of the area that is responsible for the information has been granted (e.g. to finalise work on an ongoing case).
Records must be left in situ for the incoming post holder to ensure continuity of access.
To avoid duplication of records, requests to copy data from one division / department shared drive area to another will not be authorised. In certain circumstances (such as where a division takes over a criminal enquiry from another division, or where one department takes over the function of another), data may be moved via an ICT Service Request and only on approval from Records Management. In such instances the ICT Service Request record will provide the audit trail of transfer.

It is not permitted to use passwords to restrict access to files or folders on shared drives (see section 11 for correct procedures regarding restricting folder access in line with owning division / department).

Where there is a requirement for records from within an Officer / Staff’s personal business mailbox and / or personal drive in their absence (e.g. during annual leave or illness), line managers can request short-term access via an ICT Service Request. Records Management review all such requests and only authorise access for line management. All actions taken within the account must be documented in a recorded communication to the individual.
The Chief Constable will determine arrangements through which designated post holders within the PS Professional Standards Department and Anti-Corruption Unit are able to access folders, network drives, personal drives, applications or systems directly in a manner that will help maintain the integrity of the Force.

13.
Records Management Training for Staff
All Officers and Staff must attend Information Management training input prior to being given access to ICT systems and regularly undertake PS’s mandatory Data Protection Training to ensure that they are aware of responsibilities in this area.

Specific training will be provided by Records Management prior to individuals being given access to records management systems of external storage suppliers.

14.
Records Created or Held by Third Parties
PS functions are generally not carried out by a third party (e.g. contractor), however any such instances where this does occur must be referred to Records Management to ensure that records created or held by the third party carrying out the function are managed to the satisfaction PS.
PS’s statutory obligations under the Freedom of Information and Data Protection Legislation extend to such records.
15.
Getting Support
Records Management can be contacted regarding any of the content and processes within this SOP at Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 30, Prejudice to effective conduct of public affairs.
Local Divisions / Departments should be contacted regarding UAM requests for user account access.
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