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Freedom of Information Response
Our reference:  FOI 25-1431
Responded to:  05 August 2025


Your recent request for information is replicated below, together with our response.
We are conducting research into police practices concerning the extraction of digital data from victims of rape and serious sexual offences (RASSO), particularly in light of the updated statutory framework introduced by the Police, Crime, Sentencing and Courts Act 2022 and the associated Code of Practice.
Specifically, we request disclosure of the following information:
Policies and guidance
Please provide copies of any current internal policies, procedures, guidance documents, or internal forms used by your force in relation to the extraction of digital data from victims or witnesses in RASSO investigations.
Please provide copies of any standard forms, information packs, or other materials provided to victims or witnesses when requesting access to their mobile phones or proposing a download of their data. 
I have provided separately a form digital device, digital processing notice (25-1431 Data 1). This form ensures that the victim/witness is fully aware of why examination of their device is necessary to progress the investigation, what will happen to their device and their right to refuse consent or withdraw their agreement at any time. The victim/witness is provided a copy.
On 8th November 2022 the Police, Crime, Sentencing and Court Act 2022 ('the Act') came into force and set in law the rights of victims and witnesses of crime when providing electronic devices to Police for the purposes of Digital Forensic Examination. 
In order to comply with this new Legislation, Police Scotland developed a Digital Device Processing Notice which is completed whenever devices are seized from victims or witnesses of crime with their express agreement. 
A separate form is completed for each device. Agreement can be withdrawn and the return of the device requested at any time by a victim or witness by contacting the investigating officer, calling 101 or attending at a Police Station. I have also provided a copy of this separately (25-1431 Data 2).

Compliance with new legal framework
Has your force adopted the new Code of Practice issued under section 37 of the Police, Crime, Sentencing and Courts Act 2022? If so, please provide the date of adoption and any associated implementation documents.
As per above I can advise this came into effect on 8 November 2022. 

Has your force issued any training or operational guidance to officers on the use of the Code and the new statutory framework? If so, please provide details (including training materials if available).
The information sought is not held by Police Scotland and section 17 of the Act therefore applies.
Operational guidance was produced and circulated to officers per a force memo and on the internal intranet. There is no formal training provided on this however it is referenced during a number of basic and specialised courses delivered to officers and they are signposted to the respective guidance on this.

Technology and digital extraction tools
What tools or software systems are currently used by your force to extract digital data from mobile phones in the context of RASSO investigations? Are these tools used consistently across all RASSO cases?
Are these tools configured to allow selective extraction (i.e. only of relevant material), or are they routinely used for full downloads?
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the following exemptions apply:
Section 31(1) – National Security and Defence 
Information is exempt information if exemption from section 1(1) is required for the purpose of safeguarding national security.
If the information is disclosed it may assist terrorist organisations to identify, with some accuracy the resources and capabilities of our cybercrime department and as such would allow them to carry out their criminal or terrorist activities.
This is a non-absolute exemption and requires the application of the public interest test.
35(1)(a)&(b) – Law Enforcement 
Information is exempt information if its disclosure under this Act would, or would be likely to; prejudice substantially the prevention or detection of crime and the apprehension or prosecution of offenders.
Public safety is of paramount importance and disclosure of this information would allow criminals and terrorists the ability to assess the capability of Police Scotland. Disclosure of this information would enable criminals to build a picture of resources and capabilities of our cybercrime department and as such would allow them to carry out their criminal or terrorist activities. To disclose this information into the public domain would compromise the effective delivery of operational law enforcement.
This is a non-absolute exemption and requires the application of the public interest test.
39(1) – Health, safety and the environment
Disclosure of the information requested would prove extremely useful for criminals and those intent on wrongdoing, to estimate the level of cybercrime resources deployed by the Police and would assist them in circumventing the efficient and effective provision of law enforcement by the police service, which in turn would have an adverse impact on the safety of the officers involved and the general public. 
This would increase the risk to the personal safety of individuals and also the safety of the police officers responding to incidents.
This is a non-absolute exemption and requires the application of the public interest test.
Public Interest Test 
As you will be aware, the exemptions listed above are non-absolute and require the application of the Public Interest Test.  I would suggest that public accountability would favour disclosure, given that the information concerns the efficient and effective use of resources by the Service.  Likewise, disclosure of the information would also inform the public debate on the issue of policing, in particular digital examination of devices and would contribute to the accuracy of that debate.  
Furthermore, the applicability of the exemptions listed above, the need to ensure the effective conduct of the service in relation to prevention and detection of crime and, the public safety considerations involved in the delivery of operational policing clearly favour non-disclosure of the information requested.
It is important to note that the UK does face a serious and sustained threat from violent extremists, and this threat is greater in scale and ambition than any terrorist threats in the past.  The police service has a duty to promote the safety of all individuals and releasing information which may provide those involved in crime or terrorism additional information to evade detection via digital investigation might jeopardise this goal.  To provide details of resources allocated to digital examination of specific devices and the capabilities we hold in this regard is likely to place individuals at serious and increased risk. On balance I would contend that the public interest in disclosing the information is outweighed by that in maintaining the exemptions listed, as, it is doubtful if it can ever be in the public interest to disclose information which would jeopardise the delivery of policing and the safety of individuals and prejudice the prevention or detection of crime.

Has your force conducted any audits or reviews of the use of digital extraction tools since the introduction of the new legislation and Code of Practice?
I can advise tools used within digital forensics are constantly reviewed to ensure that they meet the demands of the unit.

Oversight and accountability
Does your force have a panel or mechanism for reviewing RASSO cases where a victim or witness has challenged a request for access to their digital data? If so, does that panel or mechanism remain in place?
Does your force collect internal data on how many times digital data has been extracted from victims or witnesses in RASSO cases in the past two calendar years? If yes, please provide those figures.
Unfortunately, I estimate that it would cost well in excess of the current FOI cost threshold of £600 to answer this question.  I am therefore refusing to provide the information sought in terms of section 12(1) of the Act - Excessive Cost of Compliance.
By way of explanation, it is not possible to determine this without researching each case individually to identify whether a device was a victim or a witness. To illustrate, in 2023 alone there were 5,936 examination request forms approved. 

Has your force received any complaints about mobile phone data extraction practices from victims or witnesses in RASSO investigations during the last two years? If so, please provide the number of such complaints.  
I can advise the Digital Forensics Unit have not received any such complaints.  

If you require any further assistance, please contact us quoting the reference above.
You can request a review of this response within the next 40 working days by email or by letter (Information Management - FOI, Police Scotland, Clyde Gateway, 2 French Street, Dalmarnock, G40 4EH).  Requests must include the reason for your dissatisfaction.
If you remain dissatisfied following our review response, you can appeal to the Office of the Scottish Information Commissioner (OSIC) within 6 months - online, by email or by letter (OSIC, Kinburn Castle, Doubledykes Road, St Andrews, KY16 9DS).
Following an OSIC appeal, you can appeal to the Court of Session on a point of law only. 
This response will be added to our Disclosure Log in seven days' time.
Every effort has been taken to ensure our response is as accessible as possible. If you require this response to be provided in an alternative format, please let us know.
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