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Digital Device Examination

Agreement Recording Flow Process

Withdrawal or Refusal of Agreement

There may be times depending on the
circumstances and what potential evidence is on
the device, that we need to take it, even if
agreement for examination has been withdrawn
or refused. In these cases, we will use one of the
other powers (warrant or common law) to do
so.

The Data Protection Act 2018 allows police to
keep and use information taken from a device
for the investigation, even if you withdraw your
agreement for police to retain the device itself.

Agreement identified as the

appropriate lawful authority to

take a digital device for the
purpose of examination

COMPLETE the
Police Scotland Digital
Processing Notice

Case Details

OIC Details

Device Details

Grounds for examination
Reason for examination
Relevant material to be

extr d

Alternatives to extraction
Where inforn is stored
Collateral intrusion

READ the Police Scotland
Digital Processing Notice to /

by victim or witness (as
appropriate) and ensure full
understanding of content

Police Scotland Digital
Processing Notice Declaration/
Signatures

e Victim/Witness Declaration
® OIC Declaration

Copy of Completed Di
Processing Notice provided to
victim or witness (a copy can

be sent via email)

Police officer records ‘Police
Scotland Digital Processing
Notice’ on National UNIFl as a
Case Related Document

Agreement for examination must be:

¢ Informed
e Voluntary
e Provided with Capacity

Prior to requesting agreement for examination
ensure it is appropriate at that time. Consider
the individual needs of the victim or witness:

e Intoxication

e Vulnerability (permanent or temporary)

e Additional support needs e.g. appropriate
adult, interpreter, parent /guardian /
responsible adult

e Circumstances / Environment — trauma to
victim / witness

e Emotional state

e Age - Police, Crime, Sentencing and Courts
Act 2022 S37 (13) — Defines a child for the
purposes of this legislation as under 18 years
of age.

Victim / Witness Declaration

| understand that | do not have to provide my
device or agree to the extraction of information
and may refuse or withdraw my agreement at
any time.

| agree to provide my device to Police Scotland
for the purposes of extracting data as outlined
on this form. Should these parameters change, |
1wiII be notified in writing.

|l have been provided with a copy of this form or
have made arrangements with the seizing
officer to receive a copy as soon as practicable.

If agreement for examination is refused or
withdrawn Police Scotland may still need to
keep the device; in these cases one of the other
powers (warrant or common law) must be used.





