
From:
Subject:
Date:
Attachments:

NPCC CRU Mailbox
Update to - RE: Log No.995/24 CRU Circulation (12/11/2024) -  - Palantir - OS
09 December 2024 14:45:09
image001.png
image002.png
IR Advice Log No.00175022 CRU Circulation (29112022) .msg

OFFICIAL - SENSITIVE
POLICE EYES ONLY

Not to be distributed outside of the Police network or other agencies without prior authorisation from the
CRU

Dear All,

Apologies for having to wait and chase on this one. The decision taken is to continue the stance
previously given in 2022 which we also held at IR stage (CRU 1750/22 –  refers). Whilst applicant
and motive blind I think it is reasonable to suggest that the link 

In brief, the continued approach is :
if your force has placed a formal disclosure regarding the use of Palantir technology into the public
domain then you can confirm information is held and exempt it via s21, providing a link to the
information in the public domain. A partial NCND s31(3) and s24(2) will also be required for any
information that may or may not be held in relation to Palantir software used for covert purposes..
If your force has not formally acknowledged use of Palantir software then a full NCND is required
via s31(3) and s24(2).

I have attached the previous advice and IR advice for 1750/22 which gives further explanation as to the
rationale for the decision.

In addition, a form of words kindly supplied by the MPS is below to assist. Reference to the MPS needs to
be removed and replaced accordingly.

Section 24(2) National Security and Section 31(3) Law Enforcement

Section 1 of the Act places two duties on public authorities. Unless exemptions apply, the first duty at
Section 1(1)(a) is to confirm or deny whether the information specified in a request is held. The second
duty at Section 1(1)(b) is to disclose information that has been confirmed as being held. Where
exemptions are relied upon Section 17 of the Act requires that we provide the applicant with a notice
which: a) states that fact; b) specifies the exemption(s) in question and c) states (if that would not
otherwise be apparent) why the exemption(s) apply.

The MPS needs to be alert to requests for certain types of information, and there is a need for consistency
when neither confirming nor denying whether information is held in order to protect policing information.

Factors in favour of disclosure:

Confirming or denying whether the requested information is held would enable the public to have a better
understanding of the type of policing tools and tactics employed by the MPS in carrying out their law
enforcement role. This would give more confidence to the public that we are using (or, as the case may be,
not using) policing tools and tactics to help us detect and prevent crime appropriately.

Factors against disclosure:

To confirm or deny whether any other information relating to the use of a particular investigative tool is
held would harm the integrity of sensitive policing tactics used to prevent and detect crime and safeguard
national security.

Any disclosure under FOI is a release to the public at large. Whilst not questioning the motives of the
applicant, confirming or denying if a particular policing tool of this type (in this case Palantir
Technologies) is used by the Met as part of an investigative process is different from confirming if, in
principle, commercial tools generally are used to assist with searches against information that may be

S30(c) & S38(1)(b), S35(1)(a)&(b)
S38(1)(b)

S38(1)(b)
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IR Advice  Log No.001750/22 CRU Circulation (29/11/2022) 

		From

		NPCC CRU Mailbox



Good morning





Many forces have received an internal review request for this national FOI with regards to the use of Palantir software. The original advice is shown at the bottom of this email which we continue to standby. The IR grounds are provided by the requestor are:





‘Use of Palantir by the police has been long known and previously reported on, both in this country and in others.





Specifically, their predictive policing software trials in the UK as an extension of the software they give out to police in America. In the US, Palantir have been found to have installed racist predictive policing software into police departments, which have unfairly targeted POCs in poorer communities, their software has also been found to not be cost effective to police departments, to have not worked properly, and to have been difficult to use for officers while not providing benefits in reducing crime, therefore it is in the public interest to know whether Palantir is being used, not only from a safeguarding perspective, but also from the perspective of adequately spent public funds.





Also of note is the involvement of Palantir in a series of scandals across the last decade, most notably:





Team Themis, whereby Palantir and two other private intelligence contractors - HB Gary and Berico - conspired to spy on and target journalists at the behest of bank of america.





Cambridge Analytica - Palantir are known to have had a hand in this scandal, with two whistleblowers stating explicitly that Palantir employees not only worked on the stolen facebook data, but that Palantir were the ones who actually directed CA to &quot;build an app&quot;, as well as working with the now disgraced firm on the Trump campaign to microtarget swing states.





Project Maven: a project deemed too unethical for even google, building AI drone technology for the military, a scandal that drew criticism from many, many individuals and organisations both from within and externally to the company itself.





ICE - Palantir have been known to build software for Immigration Authorities in the US, which civil rights campaigners attribute to the unfair separation of families at the US border, and borderline illegal surveillance of the populace.





Predictive policing - software which has been found to 1) be inherently racist and disproportionately target minorities, 2) is not accurate, leading to false arrests and inconsistent data, and 3) is a drain on police resources, and a needless one considering points one and two.





All told, this is not a suitable company to be engaged with law enforcement, especially given the amount of times in which Palantir themselves and their directors have been accused of breaking the law, undermining democracy, or otherwise been embroiled in scandals which reach to the heart of infrastructure at home and abroad. The public have a right to know if such software is being used, as if it is, then this would not reflect an effective or ethical supplier for law enforcement agencies in the UK, and should therefore as a matter of importance be open to public scrutiny and debate, especially given that they receive almost entirely public money to run their operations.





It's also worth pointing out that their work with the MOD, GCHQ, The Cabinet Office, Border Force, and NHS are not subject to the same level of secrecy as the police, and have been widely reported on, there's no way in which the police should be exempt when other agencies are not.





Also, I'd like you to outline exactly how the methods of the police would be impacted by the public knowing them. I do not accept this premise, as you're talking about law enforcement officials engaging with a closed system inside police computers. This wouldn't be any more or less subject to breaching or circumvention of said systems if knowledge of them was made public.





In order for the Police to make this case, I would therefore like you to list specifics as to how it is exactly a confirmation or denial of use of Palantir software would impact the police being able to use said software, because it seems like a pretty flimsy hypothetical situation aimed mainly to avoid answering FOI requests as opposed to actually providing a public good or protecting the sanctity of effective law enforcement. The harms done by Palantir, in the hands of the police, against the public, however, are very real and as with other scandals involving the company have been widely reported on (predictive policing specifically).





Therefore I fully disagree with and do not except the premise for either of these two exemptions in this case.’





The National Policing Lead guidance is that ‘We do not confirm or deny that particular software is used. This is on the basis that if this were to be disclosed it would provide those with malicious intent, information that could assist them in hacking into police systems, making forces more vulnerable, and thereby compromising effective delivery of operational law enforcement and national security.’ 





Whilst the public interest in openness and transparency is acknowledged, particularly in terms of maintaining the trust and confidence of the public whom the police serves, in respect of detailing particular software used by the police the public interest in maintaining the exemption from the duty to confirm or deny outweighs the public interest in confirming or denying. Operational policing relies heavily on information technology and is a crucial asset accorded the utmost protection. The benefit of maintaining the NCND principle as regards this and all similar requests submitted to police forces outweighs the benefit in confirming or denying the information requested by the requestor is held.





The only point I would add is that Palantir software is not necessarily for covert use, but the national stance in respect of software relates to all software (ie overt and covert), unless their use in policing has been nationally acknowledged such as Microsoft products. 


Therefore the continued approach is :


· if your force has placed a formal disclosure regarding the use of Palantir technology into the public domain then you can confirm information is held and exempt it via s21, providing a link to the information in the public domain. A partial NCND s31(3) and s24(2) will also be required for any information that may or may not be held in relation to Palantir software.


· If your force has not formally acknowledged use of Palantir software then a full NCND is required via s31(3) and s24(2).





I hope this is helpful, please make contact if you have any questions.





Regards


Colin





Colin Ley-Smith | National Police Freedom of Information and Data Protection Unit Manager | National Police Chief’s Council


Telephone: 01489 569823 or 101 extension 4647-501 | Mobile: 07794 055969 | Email: Colin.Ley-Smith@npfdu.police.uk or npcc.advice@npfdu.police.uk (Friday is a non-work day)
Address: NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS
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Dear All, 


The following FOI request has been logged in the CRU today - Please let us know if you have received it. Advice is at the end of the message.


Log Number:001750/22 
Case worker:Justine Brisley 
Logged with:Durham Constabulary 
Sent from:Max Colbert 


Applicants request:


Dear Durham Constabulary, 


I'm writing to you under the Freedom of Information Act (2000) to ask that you please disclose to me if your constabulary has, at any point in the last 5 years, purchased or trialled software by Palantir Technologies, either direct from the government or crown commercial services, or via a third party entity (for instance, Capgemini).


i'll note that Palantir policing software is currently listed as able to purchase on the government webpage: 


At this point there is a long link to a website which needs checking out by cyber security experts and should not be opened until declared safe. 


and that previously the Police trialled them as far back as 2010 as part of a consortium agreement between Cheshire, Norfolk, Suffolk, the Met, and Northamptonshire as part of the Multi-Force Shared Services - which ran on a programme joint built by Oracle and Palantir on a software that was called (outside of the MFSS) T-Police - this software was purchased through Capgemini, and again the Met in 2012 used them during the London Olympics. The Met also trialled them between 2014-15 as one of three vendors providing &quot;predictive policing&quot; solutions, and as late as 2020 the force listed Palantir on it's ICT digital spend for &quot;policing the capital&quot;. 


So if their software in any capacity has been used by police from 2017 to present this is the information I would like please. 



CRU Advice: 


We would initially like to draw forces attention to the link provided by the applicant and ensure they use discretion before opening the link by checking with their cyber security unit to ensure it is safe to open.


Thereafter, our advice in relation to this request is below:

We are aware that previous disclosures have been made by the MPS who trialled Palantir crime mapping products in 2016 - this is in the public domain so can be confirmed. 
However, this request is in relation to any software purchased or trialled from Palantir via government or crown commercial services, or via a third party entity (for instance, Capgemini), which will include T-police of which there is formal acknowledgment by some forces in the public domain – case 511/21 refers (attached).


The applicant is asking if your force has purchased or trialled any software within the last 5 years, he has not asked for a breakdown of the software name, time period or what it is used for. 
In this instance, if your force has placed a formal disclosure into the public domain (for example T-Police or crime mapping) then they can confirm information is held and exempt it via s21, providing a link to the information in the public domain.
A partial NCND s31(3) and s24(2) will also be required for any information that may or may not be held in relation to covert software.


For those forces who have not formally acknowledge use of Palantir software a full NCND is required via s31(3) and s24(2). See below for a form of words:



Any disclosure under FOI is a release to the public at large. Whilst not questioning the motives of the applicant, confirming or denying that any other information relating to the covert software and its uses would show criminals what the capacity, tactical abilities and capabilities of the force are, allowing them to target specific areas of the UK to conduct their criminal/terrorist activities. Confirming or denying the specific circumstances in which the Police Service may or may not deploy the use of covert software would lead to an increase of harm to covert investigations and compromise law enforcement. This would be to the detriment of providing an efficient policing service and a failure in providing a duty of care to all members of the public. 





The threat from terrorism cannot be ignored. It is generally recognised that the international security landscape is increasingly complex and unpredictable. Since 2006, the UK Government has published the threat level, based upon current intelligence and that threat is currently categorised as SUBSTANTIAL. 





The UK continues to face a sustained threat from violent extremists and terrorists. It is well established that police forces use covert tactics and surveillance to gain intelligence in order to counteract criminal behaviour. It has been previously documented in the media that many terrorist incidents have been thwarted due to intelligence gained by these means. 





Confirming or denying whether any information is or isn’t held relating to the covert software offered by specific companies would limit operational capabilities as criminals/terrorists would gain a greater understanding of the police’s methods and techniques, enabling offenders to take steps to counter them. It may also suggest the limitations of police capabilities in this area, which may further encourage criminal/terrorist activity by exposing potential vulnerabilities. This detrimental effect is increased if the request is made to several different law enforcement bodies. In addition to the local criminal fraternity now being better informed, those intent on organised crime throughout the UK will be able to ‘map’ where the use of certain tactics are or are not deployed. This can be useful information to those committing crimes. It would have the likelihood of identifying location-specific operations which would ultimately compromise police tactics, operations and future prosecutions as criminals could counteract the measures used against them. 





Any information identifying the focus of policing activity could be used to the advantage of terrorists or criminal organisations. Information that undermines the operational integrity of these activities will adversely affect public safety and have a negative impact on both National Security and Law Enforcement.





Kind regards


Justine Brisley, 


Deputy Manager


National Police Freedom of Information and Data Protection Unit (NPFDU)


National Police Chiefs’ Council





Telephone: 01489 569826


Mobile:07773736521


Email: npcc.advice@npfdu.police.uk 


Address: NPFDU, c/o ACRO, PO BOX 481, PO14 9FS


(NB: Monday is a non-work day)





   

















********************************************************************************* 
This email contains information which is confidential and may also be privileged. It is for the exclusive use of the addressee(s) and any views or opinions expressed within are those of the originator and not necessarily those of the Force. If you are not the intended recipient(s) please note that any form of distribution, copying or use of this email or the information contained is strictly prohibited and may be unlawful. If you have received this communication in error please forward a copy to informationsecurity@thamesvalley.police.uk and to the sender. Please then delete the email and destroy any copies of it. DO NOT use this email address for other enquiries as it will not be responded to, nor any action taken upon it. If you have a non-urgent enquiry, please call the Police non-emergency number 101. If it is an emergency, please call 999. Thank you. 
********************************************************************************* 
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found online.
 
It is well established that police forces use publically available data in order to counteract criminal
behaviour. It has been previously documented in the media that many terrorist incidents have been
thwarted due to intelligence gained by these means. However, given the sensitive areas in which tools of
this type may be used and the Met’s role in counter-terror investigations, to disclose if any particular tools
are used would allow criminals and other adversaries to focus on evaluating the particular capabilities of a
particular tool,  With this knowledge it would allow criminals and other adversaries to take steps to
counteract a specific tool – be it adjusting how they interact and present themselves to take advantage of
any weaknesses or gaps in capability they identify. At a simple level, if a policing tool doesn’t search ‘X
‘social media site or was unable to identify ‘Y’ format of images and criminals can establish this, they
will exploit this position. The Met’s more sophisticated adversaries may be able to go further and take
more proactive measures to undermine the tool and/or its provider, and a specific confirmation allows
efforts to be focused accordingly.
 
This detrimental effect is increased if the request is made to several different law enforcement bodies. In
addition to the local criminal fraternity now being better informed, those intent on organised crime
throughout the UK will be able to ‘map’ where the use of certain tools are or are not deployed. This can
be useful information to those committing crimes. It would have the likelihood of identifying location-
specific operations which would ultimately compromise police tactics, operations and future prosecutions
as criminals could counteract the measures used against them.
 
Any information identifying the focus of policing activity could be used to the advantage of terrorists or
criminal organisations. Information that undermines the operational integrity of these activities will
adversely affect public safety and have a negative impact on both National Security and Law
Enforcement.
 
Balancing test
 
Accordingly, in a position taken in common with other law enforcement agencies, confirming or denying
if the Met uses Palantir Technologies would lead to an increase of harm to covert investigations and
compromise law enforcement. This outweighs the benefits to disclosure, not least as disclosure would be
to the detriment of providing an efficient policing service and a failure in providing a duty of care to all
members of the public. Therefore it is our opinion that for these issues the balance test favours neither
confirming nor denying that information is held.
 
If it exists, the disclosure of this information to the public by the MPS would undermine the integrity of
police investigations and operations and in maintaining confidence in the MPS.  
 
The effective delivery of operational law enforcement is of paramount importance to the MPS in their
duty to ensure that the prevention and detection of crime is carried out and the effective apprehension or
prosecution of offenders is maintained.  
Therefore it is our opinion that for these issues the balance test favours neither confirming nor denying
that information is held.
 
Kind regards,
 

Freedom of Information Referral Officer
National Police Freedom of Information and Data Protection Unit
National Police Chiefs Council
, NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS
* @npfdu.police.uk
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From: NPCC CRU Mailbox 
Sent: 12 November 2024 10:26
Subject: Log No.995/24 CRU Circulation (12/11/2024) - - Palantir - OS
 

OFFICIAL - SENSITIVE
POLICE EYES ONLY

Not to be distributed outside of the Police network or other agencies without prior authorisation from the
CRU

Dear All,

The following FOI request has been logged in the CRU today - Please let us know if you have received
it.

The applicant submitted a similar request to the majority of forces in 2022 – CRU ref 1750/22. However,
before re-issuing the same advice I will carry out a review with relevant policing leads. Advice will follow
in due course.

Log Number:995/24 
Case worker:  
Logged with:Cambridgeshire Constabulary 
Sent from:

Applicants Request

I'm writing to you under the Freedom of Information Act (2000) to ask if you currently, or at any point in
the last 5 years, have or hold a contract with the company Palantir Technologies.

I'll note for the purposes of transparency declarations under the act that this information would not be
covered by National Security or law enforcement exemptions, as a recent contract with Leicestershire
police has recently been made public voluntarily through the government's contracts finder website, the
details of which are here below:

NECTAR - EMSOU - Contracts Finder

I'd like to know the cost if applicable, as well as the timeframe of the contract, a vague outline of the work
(if this can be made available), and if this has the option to extend or not.

I'd like to know as well, if the force has met with Palantir at any point over the last two years to discuss
future contracts, if so, can I have the minutes of these meetings please.

Kind regards,

 

Freedom of Information Referral Officer
National Police Freedom of Information and Data Protection Unit
National Police Chiefs Council
, NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS
* @npfdu.police.uk

     

                     
 
 

 

S38(1)(b)

S38(1)(b)

S38(1)(b)

S38(1)(b)

S30(c) & S38(1)(b)

S30(c) & S38(1)(b)

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.contractsfinder.service.gov.uk%2Fnotice%2Fce565f22-d758-4294-bf2d-62e3129063a2%3Forigin%3DSearchResults&data=05%7C02%7Cfoi%40scotland.police.uk%7C2c761352bd274ae22b7508dd18601141%7C6795c5d3c94b497a865c4c343e4cf141%7C0%7C0%7C638693523077655534%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RCR9FRx2g9pWLzB0j2PUGW%2FYF5hB8ibYtSx5lcwapHc%3D&reserved=0


*********************************************************************************
This email contains information which is confidential and may also be privileged. It is for the
exclusive use of the addressee(s) and any views or opinions expressed within are those of the
originator and not necessarily those of the Force. If you are not the intended recipient(s) please note
that any form of distribution, copying or use of this email or the information contained is strictly
prohibited and may be unlawful. If you have received this communication in error please forward a
copy to informationsecurity@thamesvalley.police.uk and to the sender. Please then delete the email
and destroy any copies of it. DO NOT use this email address for other enquiries as it will not be
responded to, nor any action taken upon it. If you have a non-urgent enquiry, please call the Police
non-emergency number 101. If it is an emergency, please call 999. Thank you. 
*********************************************************************************
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OFFICIAL – SENSITIVE
 

POLICE EYES ONLY
 

Not to be distributed outside of the Police network or other agencies without prior authorisation from the
CRU

Dear All,

Please see below advice in relation to the following:

Log Number:157/25 
Logged with: National

Applicants Request

I’m seeking copies of any and all of the following documents in relation to your organisation’s use of
services provided by Palantir Technologies UK Ltd.

A list of current and past contracts, with start and end dates (where applicable) Any and all Data
Processing Arrangements Any and all Data Sharing Agreements Any and all Data Protection Impact
Assessments

I note that many UK police forces have previously declined to confirm or deny the existence of
information relating to Palantir. However, police forces including Bedfordshire and Leicestershire have
since publicly confirmed using the company’s services, setting a precedent for disclosure.

Additionally, Palantir is a well-known provider of products that rely on artificial intelligence. The
NPCC’s Covenant for Using Artificial Intelligence in Policing, endorsed by all UK police forces, states
that "all use of AI will be subject to ‘Maximum Transparency by Default’".

CRU Advice

Practitioners may recall the advice to maintain NCND for CRU 995/24 (attached). The same advice is still
in play now.

In short, it is the need for consistency in response as to when FOI is used to work out exactly what
products or tools are being used, and by which forces. 

Kind regards,

 
 

Freedom of Information Referral Officer
National Police Freedom of Information and Data Protection Unit
National Police Chiefs Council
, NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS
* @npfdu.police.uk

     

                     
 
 

S38(1)(b)

S30(c) & S38(1)(b), S35(1)(a)&(b)

S30(c) & S38(1)(b), S35(1)(a)&(b)

mailto:npcc.advice@npfdu.police.uk



Update to - RE: Log No.995/24 CRU Circulation (12/11/2024) - - Palantir - OS

		From

		NPCC CRU Mailbox



OFFICIAL - SENSITIVE


POLICE EYES ONLY


Not to be distributed outside of the Police network or other agencies without prior authorisation from the CRU


Dear All,


 


Apologies for having to wait and chase on this one. The decision taken is to continue the stance previously given in 2022 which we also held at IR stage (CRU 1750/22 – Colbert refers). Whilst applicant and motive blind I think it is reasonable to suggest that the link to the EMSOU contract is the catalyst to the current request. However, we are not currently aware of any reason that requires a change of stance by virtue of that contract.


 


In brief, the continued approach is :


*   if your force has placed a formal disclosure regarding the use of Palantir technology into the public domain then you can confirm information is held and exempt it via s21, providing a link to the information in the public domain. A partial NCND s31(3) and s24(2) will also be required for any information that may or may not be held in relation to Palantir software used for covert purposes..


*   If your force has not formally acknowledged use of Palantir software then a full NCND is required via s31(3) and s24(2).


 


I have attached the previous advice and IR advice for 1750/22 which gives further explanation as to the rationale for the decision.


 


In addition, a form of words kindly supplied by the MPS is below to assist. Reference to the MPS needs to be removed and replaced accordingly.


 


Section 24(2) National Security and Section 31(3) Law Enforcement


 


Section 1 of the Act places two duties on public authorities. Unless exemptions apply, the first duty at Section 1(1)(a) is to confirm or deny whether the information specified in a request is held. The second duty at Section 1(1)(b) is to disclose information that has been confirmed as being held. Where exemptions are relied upon Section 17 of the Act requires that we provide the applicant with a notice which: a) states that fact; b) specifies the exemption(s) in question and c) states (if that would not otherwise be apparent) why the exemption(s) apply.


 


The MPS needs to be alert to requests for certain types of information, and there is a need for consistency when neither confirming nor denying whether information is held in order to protect policing information.


 


Factors in favour of disclosure: 


 


Confirming or denying whether the requested information is held would enable the public to have a better understanding of the type of policing tools and tactics employed by the MPS in carrying out their law enforcement role. This would give more confidence to the public that we are using (or, as the case may be, not using) policing tools and tactics to help us detect and prevent crime appropriately.


 


Factors against disclosure: 


 


To confirm or deny whether any other information relating to the use of a particular investigative tool is held would harm the integrity of sensitive policing tactics used to prevent and detect crime and safeguard national security.


 


Any disclosure under FOI is a release to the public at large. Whilst not questioning the motives of the applicant, confirming or denying if a particular policing tool of this type (in this case Palantir Technologies) is used by the Met as part of an investigative process is different from confirming if, in principle, commercial tools generally are used to assist with searches against information that may be found online. 


 


It is well established that police forces use publically available data in order to counteract criminal behaviour. It has been previously documented in the media that many terrorist incidents have been thwarted due to intelligence gained by these means. However, given the sensitive areas in which tools of this type may be used and the Met’s role in counter-terror investigations, to disclose if any particular tools are used would allow criminals and other adversaries to focus on evaluating the particular capabilities of a particular tool,  With this knowledge it would allow criminals and other adversaries to take steps to counteract a specific tool – be it adjusting how they interact and present themselves to take advantage of any weaknesses or gaps in capability they identify. At a simple level, if a policing tool doesn’t search ‘X ‘social media site or was unable to identify ‘Y’ format of images and criminals can establish this, they will exploit this position. The Met’s more sophisticated adversaries may be able to go further and take more proactive measures to undermine the tool and/or its provider, and a specific confirmation allows efforts to be focused accordingly. 


 


This detrimental effect is increased if the request is made to several different law enforcement bodies. In addition to the local criminal fraternity now being better informed, those intent on organised crime throughout the UK will be able to ‘map’ where the use of certain tools are or are not deployed. This can be useful information to those committing crimes. It would have the likelihood of identifying location-specific operations which would ultimately compromise police tactics, operations and future prosecutions as criminals could counteract the measures used against them. 


 


Any information identifying the focus of policing activity could be used to the advantage of terrorists or criminal organisations. Information that undermines the operational integrity of these activities will adversely affect public safety and have a negative impact on both National Security and Law Enforcement.


 


Balancing test


 


Accordingly, in a position taken in common with other law enforcement agencies, confirming or denying if the Met uses Palantir Technologies would lead to an increase of harm to covert investigations and compromise law enforcement. This outweighs the benefits to disclosure, not least as disclosure would be to the detriment of providing an efficient policing service and a failure in providing a duty of care to all members of the public. Therefore it is our opinion that for these issues the balance test favours neither confirming nor denying that information is held. 


 


If it exists, the disclosure of this information to the public by the MPS would undermine the integrity of police investigations and operations and in maintaining confidence in the MPS.  


 


The effective delivery of operational law enforcement is of paramount importance to the MPS in their duty to ensure that the prevention and detection of crime is carried out and the effective apprehension or prosecution of offenders is maintained.   


Therefore it is our opinion that for these issues the balance test favours neither confirming nor denying that information is held. 


 


Kind regards,


 


Stu Kirk


Freedom of Information Referral Officer


National Police Freedom of Information and Data Protection Unit 


National Police Chiefs Council 


, NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS


* npcc.advice@npfdu.police.uk 


' 0238 0451 695


      


                       


 


 


 


 


From: NPCC CRU Mailbox 
Sent: 12 November 2024 10:26
Subject: Log No.995/24 CRU Circulation (12/11/2024) - Palantir - OS


 


OFFICIAL - SENSITIVE


POLICE EYES ONLY


Not to be distributed outside of the Police network or other agencies without prior authorisation from the CRU


Dear All, 


The following FOI request has been logged in the CRU today - Please let us know if you have received it.


The applicant submitted a similar request to the majority of forces in 2022 – CRU ref 1750/22. However, before re-issuing the same advice I will carry out a review with relevant policing leads. Advice will follow in due course.


Log Number:995/24 
Case worker:Stu Kirk 
Logged with:Cambridgeshire Constabulary 




Applicants Request


I'm writing to you under the Freedom of Information Act (2000) to ask if you currently, or at any point in the last 5 years, have or hold a contract with the company Palantir Technologies. 


I'll note for the purposes of transparency declarations under the act that this information would not be covered by National Security or law enforcement exemptions, as a recent contract with Leicestershire police has recently been made public voluntarily through the government's contracts finder website, the details of which are here below:


NECTAR - EMSOU - Contracts Finder


I'd like to know the cost if applicable, as well as the timeframe of the contract, a vague outline of the work (if this can be made available), and if this has the option to extend or not. 


I'd like to know as well, if the force has met with Palantir at any point over the last two years to discuss future contracts, if so, can I have the minutes of these meetings please.


Kind regards,


 


Stu Kirk


Freedom of Information Referral Officer


National Police Freedom of Information and Data Protection Unit 


National Police Chiefs Council 


, NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS


* npcc.advice@npfdu.police.uk 


' 023 8045 1900 ext 44 17775
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IR Advice  Log No.001750/22 CRU Circulation (29/11/2022) 


			From


			NPCC CRU Mailbox





Good morning







Many forces have received an internal review request for this national FOI with regards to the use of Palantir software. The original advice is shown at the bottom of this email which we continue to standby. The IR grounds are provided by the requestor are:







‘Use of Palantir by the police has been long known and previously reported on, both in this country and in others.







Specifically, their predictive policing software trials in the UK as an extension of the software they give out to police in America. In the US, Palantir have been found to have installed racist predictive policing software into police departments, which have unfairly targeted POCs in poorer communities, their software has also been found to not be cost effective to police departments, to have not worked properly, and to have been difficult to use for officers while not providing benefits in reducing crime, therefore it is in the public interest to know whether Palantir is being used, not only from a safeguarding perspective, but also from the perspective of adequately spent public funds.







Also of note is the involvement of Palantir in a series of scandals across the last decade, most notably:







Team Themis, whereby Palantir and two other private intelligence contractors - HB Gary and Berico - conspired to spy on and target journalists at the behest of bank of america.







Cambridge Analytica - Palantir are known to have had a hand in this scandal, with two whistleblowers stating explicitly that Palantir employees not only worked on the stolen facebook data, but that Palantir were the ones who actually directed CA to &quot;build an app&quot;, as well as working with the now disgraced firm on the Trump campaign to microtarget swing states.







Project Maven: a project deemed too unethical for even google, building AI drone technology for the military, a scandal that drew criticism from many, many individuals and organisations both from within and externally to the company itself.







ICE - Palantir have been known to build software for Immigration Authorities in the US, which civil rights campaigners attribute to the unfair separation of families at the US border, and borderline illegal surveillance of the populace.







Predictive policing - software which has been found to 1) be inherently racist and disproportionately target minorities, 2) is not accurate, leading to false arrests and inconsistent data, and 3) is a drain on police resources, and a needless one considering points one and two.







All told, this is not a suitable company to be engaged with law enforcement, especially given the amount of times in which Palantir themselves and their directors have been accused of breaking the law, undermining democracy, or otherwise been embroiled in scandals which reach to the heart of infrastructure at home and abroad. The public have a right to know if such software is being used, as if it is, then this would not reflect an effective or ethical supplier for law enforcement agencies in the UK, and should therefore as a matter of importance be open to public scrutiny and debate, especially given that they receive almost entirely public money to run their operations.







It's also worth pointing out that their work with the MOD, GCHQ, The Cabinet Office, Border Force, and NHS are not subject to the same level of secrecy as the police, and have been widely reported on, there's no way in which the police should be exempt when other agencies are not.







Also, I'd like you to outline exactly how the methods of the police would be impacted by the public knowing them. I do not accept this premise, as you're talking about law enforcement officials engaging with a closed system inside police computers. This wouldn't be any more or less subject to breaching or circumvention of said systems if knowledge of them was made public.







In order for the Police to make this case, I would therefore like you to list specifics as to how it is exactly a confirmation or denial of use of Palantir software would impact the police being able to use said software, because it seems like a pretty flimsy hypothetical situation aimed mainly to avoid answering FOI requests as opposed to actually providing a public good or protecting the sanctity of effective law enforcement. The harms done by Palantir, in the hands of the police, against the public, however, are very real and as with other scandals involving the company have been widely reported on (predictive policing specifically).







Therefore I fully disagree with and do not except the premise for either of these two exemptions in this case.’







The National Policing Lead guidance is that ‘We do not confirm or deny that particular software is used. This is on the basis that if this were to be disclosed it would provide those with malicious intent, information that could assist them in hacking into police systems, making forces more vulnerable, and thereby compromising effective delivery of operational law enforcement and national security.’ 







Whilst the public interest in openness and transparency is acknowledged, particularly in terms of maintaining the trust and confidence of the public whom the police serves, in respect of detailing particular software used by the police the public interest in maintaining the exemption from the duty to confirm or deny outweighs the public interest in confirming or denying. Operational policing relies heavily on information technology and is a crucial asset accorded the utmost protection. The benefit of maintaining the NCND principle as regards this and all similar requests submitted to police forces outweighs the benefit in confirming or denying the information requested by the requestor is held.







The only point I would add is that Palantir software is not necessarily for covert use, but the national stance in respect of software relates to all software (ie overt and covert), unless their use in policing has been nationally acknowledged such as Microsoft products. 



Therefore the continued approach is :



· if your force has placed a formal disclosure regarding the use of Palantir technology into the public domain then you can confirm information is held and exempt it via s21, providing a link to the information in the public domain. A partial NCND s31(3) and s24(2) will also be required for any information that may or may not be held in relation to Palantir software.



· If your force has not formally acknowledged use of Palantir software then a full NCND is required via s31(3) and s24(2).







I hope this is helpful, please make contact if you have any questions.







Regards



Colin







Colin Ley-Smith | National Police Freedom of Information and Data Protection Unit Manager | National Police Chief’s Council



Telephone: 01489 569823 or 101 extension 4647-501 | Mobile: 07794 055969 | Email: Colin.Ley-Smith@npfdu.police.uk or npcc.advice@npfdu.police.uk (Friday is a non-work day)
Address: NPFDU PO Box 481, Fareham, Hampshire. PO14 9FS



   















Subject: Log No.001750/22 CRU Circulation (29/11/2022) - Including Advice







OFFICIAL - SENSITIVE



POLICE EYES ONLY



Not to be distributed outside of the Police network or other agencies without prior authorisation from the CRU











Dear All, 



The following FOI request has been logged in the CRU today - Please let us know if you have received it. Advice is at the end of the message.



Log Number:001750/22 
Case worker:Justine Brisley 
Logged with:Durham Constabulary 
Sent from:Max Colbert 



Applicants request:



Dear Durham Constabulary, 



I'm writing to you under the Freedom of Information Act (2000) to ask that you please disclose to me if your constabulary has, at any point in the last 5 years, purchased or trialled software by Palantir Technologies, either direct from the government or crown commercial services, or via a third party entity (for instance, Capgemini).



i'll note that Palantir policing software is currently listed as able to purchase on the government webpage: 



At this point there is a long link to a website which needs checking out by cyber security experts and should not be opened until declared safe. 



and that previously the Police trialled them as far back as 2010 as part of a consortium agreement between Cheshire, Norfolk, Suffolk, the Met, and Northamptonshire as part of the Multi-Force Shared Services - which ran on a programme joint built by Oracle and Palantir on a software that was called (outside of the MFSS) T-Police - this software was purchased through Capgemini, and again the Met in 2012 used them during the London Olympics. The Met also trialled them between 2014-15 as one of three vendors providing &quot;predictive policing&quot; solutions, and as late as 2020 the force listed Palantir on it's ICT digital spend for &quot;policing the capital&quot;. 



So if their software in any capacity has been used by police from 2017 to present this is the information I would like please. 




CRU Advice: 



We would initially like to draw forces attention to the link provided by the applicant and ensure they use discretion before opening the link by checking with their cyber security unit to ensure it is safe to open.



Thereafter, our advice in relation to this request is below:

We are aware that previous disclosures have been made by the MPS who trialled Palantir crime mapping products in 2016 - this is in the public domain so can be confirmed. 
However, this request is in relation to any software purchased or trialled from Palantir via government or crown commercial services, or via a third party entity (for instance, Capgemini), which will include T-police of which there is formal acknowledgment by some forces in the public domain – case 511/21 refers (attached).



The applicant is asking if your force has purchased or trialled any software within the last 5 years, he has not asked for a breakdown of the software name, time period or what it is used for. 
In this instance, if your force has placed a formal disclosure into the public domain (for example T-Police or crime mapping) then they can confirm information is held and exempt it via s21, providing a link to the information in the public domain.
A partial NCND s31(3) and s24(2) will also be required for any information that may or may not be held in relation to covert software.



For those forces who have not formally acknowledge use of Palantir software a full NCND is required via s31(3) and s24(2). See below for a form of words:




Any disclosure under FOI is a release to the public at large. Whilst not questioning the motives of the applicant, confirming or denying that any other information relating to the covert software and its uses would show criminals what the capacity, tactical abilities and capabilities of the force are, allowing them to target specific areas of the UK to conduct their criminal/terrorist activities. Confirming or denying the specific circumstances in which the Police Service may or may not deploy the use of covert software would lead to an increase of harm to covert investigations and compromise law enforcement. This would be to the detriment of providing an efficient policing service and a failure in providing a duty of care to all members of the public. 







The threat from terrorism cannot be ignored. It is generally recognised that the international security landscape is increasingly complex and unpredictable. Since 2006, the UK Government has published the threat level, based upon current intelligence and that threat is currently categorised as SUBSTANTIAL. 







The UK continues to face a sustained threat from violent extremists and terrorists. It is well established that police forces use covert tactics and surveillance to gain intelligence in order to counteract criminal behaviour. It has been previously documented in the media that many terrorist incidents have been thwarted due to intelligence gained by these means. 







Confirming or denying whether any information is or isn’t held relating to the covert software offered by specific companies would limit operational capabilities as criminals/terrorists would gain a greater understanding of the police’s methods and techniques, enabling offenders to take steps to counter them. It may also suggest the limitations of police capabilities in this area, which may further encourage criminal/terrorist activity by exposing potential vulnerabilities. This detrimental effect is increased if the request is made to several different law enforcement bodies. In addition to the local criminal fraternity now being better informed, those intent on organised crime throughout the UK will be able to ‘map’ where the use of certain tactics are or are not deployed. This can be useful information to those committing crimes. It would have the likelihood of identifying location-specific operations which would ultimately compromise police tactics, operations and future prosecutions as criminals could counteract the measures used against them. 







Any information identifying the focus of policing activity could be used to the advantage of terrorists or criminal organisations. Information that undermines the operational integrity of these activities will adversely affect public safety and have a negative impact on both National Security and Law Enforcement.







Kind regards



Justine Brisley, 



Deputy Manager



National Police Freedom of Information and Data Protection Unit (NPFDU)



National Police Chiefs’ Council







Telephone: 01489 569826



Mobile:07773736521



Email: npcc.advice@npfdu.police.uk 



Address: NPFDU, c/o ACRO, PO BOX 481, PO14 9FS



(NB: Monday is a non-work day)







   






















********************************************************************************* 
This email contains information which is confidential and may also be privileged. It is for the exclusive use of the addressee(s) and any views or opinions expressed within are those of the originator and not necessarily those of the Force. If you are not the intended recipient(s) please note that any form of distribution, copying or use of this email or the information contained is strictly prohibited and may be unlawful. If you have received this communication in error please forward a copy to informationsecurity@thamesvalley.police.uk and to the sender. Please then delete the email and destroy any copies of it. DO NOT use this email address for other enquiries as it will not be responded to, nor any action taken upon it. If you have a non-urgent enquiry, please call the Police non-emergency number 101. If it is an emergency, please call 999. Thank you. 
********************************************************************************* 
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