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Freedom of Information Response
Our reference:  FOI 25-2863
Responded to:  6 November 2025


Your recent request for information is replicated below, together with our response.
Under the Freedom of Information Act 2000, I am writing to ask that you provide me with the following information on your use of mobile phone data extraction:
1. Does your police force currently carry out mobile phone data extraction in low level crime cases using self-service / downloading kiosks? Please provide your definition of low-level crime.
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available: Cyber Kiosks - Police Scotland
To be of assistance, I can advise that the perceived severity, or otherwise, of a criminal investigation is not a barrier to the use of a Cyber Kiosk to triage a device for material of evidential significance. All requests are subject of a robust assessment by the Cybercrime Gateway prior to any examination being authorised, which takes into account all of the circumstances to ensure that examination is lawful, necessary, proportionate and justified.

2. Does your police force currently carry out mobile phone data extraction in serious crimes using self-service / downloading kiosks?
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available: Cyber Kiosks - Police Scotland
3. If your police force is not currently using mobile phone extraction kiosks, have you trialled this in the past/do you have plans to in the future?
I can confirm that Police Scotland does use mobile phone extraction kiosks.

4. Does your police force currently use Hubs to carry out mobile phone data extraction in (a) low-level crimes? (b) serious crimes?
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available:
Cybercrime Investigations and Digital Forensics - Police Scotland

5. Do you centrally record mobile phone data extracted from kiosks?
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available: Cyber Kiosks - Police Scotland

6. If you have a mobile phone extraction kiosk, please provide the name of the company(ies) which currently provide(s) the hardware / software / to whom you pay a license for the relevant tools. If contracts for these tools exist, please also provide the beginning and end dates of these.  
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the following exemptions apply:
Section 31(1) - National Security and Defence
The security of the United Kingdom is of paramount importance and Police Scotland will not disclose information if it would impact on National Security, law enforcement and the health and safety of the community. 
35(1)(a)&(b) - Law Enforcement 
Disclosure would prejudice substantially the prevention or detection of crime and the apprehension or prosecution of offenders. 
Public safety is of paramount importance and disclosure of this information would allow criminals the ability to assess the capability of Police Scotland. 
Disclosure would enable criminals to build a picture of resources and capabilities and as such would allow them to conduct their criminal activities. 
Public interest test:
The exemptions listed above are non-absolute and require the application of the Public Interest Test. While it could be argued that public debate and accountability in terms of specific technical capabilities utilised by Police Scotland would favour disclosure, the Service needs to consider the impact of the release of this information into the public domain. 
Providing details of specific technical capabilities available to law enforcement agencies would significantly increase the risk of criminal actors taking evasive measures to frustrate ongoing and future investigations, such as actively identifying devices which cannot currently be examined by Police Scotland and using these to evade detection / prosecution.

7. Does your police force use analytics software to process, analyse or evaluate data extracted from mobile phones? If so, please provide the name of the software or provider.  
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the following exemptions apply:
Section 31(1) - National Security and Defence
The security of the United Kingdom is of paramount importance and Police Scotland will not disclose information if it would impact on National Security, law enforcement and the health and safety of the community. 
35(1)(a)&(b) - Law Enforcement 
Disclosure would prejudice substantially the prevention or detection of crime and the apprehension or prosecution of offenders. 
Public safety is of paramount importance and disclosure of this information would allow criminals the ability to assess the capability of Police Scotland. 
Disclosure would enable criminals to build a picture of resources and capabilities and as such would allow them to conduct their criminal activities. 
Public interest test:
The exemptions listed above are non-absolute and require the application of the Public Interest Test. While it could be argued that public debate and accountability in terms of specific technical capabilities utilised by Police Scotland would favour disclosure, the Service needs to consider the impact of the release of this information into the public domain. 
Providing details of specific technical capabilities available to law enforcement agencies would significantly increase the risk of criminal actors taking evasive measures to frustrate ongoing and future investigations, such as actively identifying devices which cannot currently be examined by Police Scotland and using these to evade detection / prosecution.

8. How many officers currently carry mobile phone examination kits on patrol and/or in vehicles and/or for other operational use in (a) low level crimes? (b) serious crimes?  
Police Scotland do not use such devices. Any triage examination is conducted using a Cyber Kiosk within a Police Scotland building.

9. Please confirm whether or not a review has been conducted into the use of self-service kiosks.  
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available: Cyber Kiosks - Police Scotland

10. Please provide copies of the current relevant force level and/or national level guidance for the use of downloading kiosks.
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available: Cyber Kiosks - Police Scotland

11. Please provide copies of the current relevant force level and/or national level policy for the use of downloading kiosks.
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies: 
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”. 
The information sought is publicly available: Cyber Kiosks - Police Scotland

If you require any further assistance, please contact us quoting the reference above.
You can request a review of this response within the next 40 working days by email or by letter (Information Management - FOI, Police Scotland, Clyde Gateway, 2 French Street, Dalmarnock, G40 4EH).  Requests must include the reason for your dissatisfaction.
If you remain dissatisfied following our review response, you can appeal to the Office of the Scottish Information Commissioner (OSIC) within 6 months - online, by email or by letter (OSIC, Kinburn Castle, Doubledykes Road, St Andrews, KY16 9DS).
Following an OSIC appeal, you can appeal to the Court of Session on a point of law only. 
This response will be added to our Disclosure Log in seven days' time.
Every effort has been taken to ensure our response is as accessible as possible. 
If you require this response to be provided in an alternative format, please let us know.
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