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Freedom of Information Response
Our reference:  FOI 25-0858
Responded to:  12 May 2025


Your recent request for information is replicated below, together with our response.
Please confirm if your police force currently uses Cellebrite software. If so, please answer the following and provide copies of all:
Data Protection Impact Assessments directly related to Cellebrite software
As part of Police Scotland’s commitment to its Policing 2026: Serving a Changing Scotland programme, Cyber Kiosks have been installed across the Police Scotland using Cellebrite software.
Although use of software provided by Cellebrite within Police Scotland pre-dates the requirement to have one, a DPIA is available online: Cyber Kiosks DPIA
The information is therefore held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies:
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”.

Reports created in response to artificial intelligence services provided by Cellebrite
The information sought is not held by Police Scotland and section 17 of the Act therefore applies.
To explain, we have not created any reports in relation to artificial intelligence provided by Cellebrite. 

Guidance on data retention and information sharing as a result of information extracted by Cellebrite
Police Scotland’s Cybercrime Digital Forensics Unit adhere to Record Retention SOP and Productions National Guidance for the retention of data obtained using any industry standard tool, including but not limited to Cellebrite, in line with other departments across Police Scotland.
In addition, we adhere to the Information Sharing SOP regarding how information is shared with relevant partner agencies such as the Crown Office and Procurator Fiscal Service.
The information is therefore held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) exemption applies:
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information”.

Copies of all training and guidance provided to officers using Cellebrite
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the following exemptions apply:
Section 31(1) - National Security and Defence
The security of the United Kingdom is of paramount importance and Police Scotland will not disclose information if it would impact on National Security, law enforcement and the health and safety of the community. 
35(1)(a)&(b) - Law Enforcement 
Disclosure would prejudice substantially the prevention or detection of crime and the apprehension or prosecution of offenders. 
Public safety is of paramount importance and disclosure of this information would allow criminals the ability to assess the capability of Police Scotland. 
Disclosure would enable criminals to build a picture of resources and capabilities and as such would allow them to conduct their criminal activities. 
Public interest test:
The exemptions listed above are non-absolute and require the application of the Public Interest Test. While it could be argued that public debate and accountability in terms of specific technical capabilities utilised by Police Scotland would favour disclosure, the Service needs to consider the impact of the release of this information into the public domain. Any training and guidance material provided by industry standard tools, including but not limited to Cellebrite, contains specific information regarding the technical capabilities of the software and devices which can/cannot be examined. Providing details of specific technical capabilities available to law enforcement agencies would significantly increase the risk of criminal actors taking evasive measures to frustrate ongoing and future investigations, such as actively identifying devices which cannot currently be examined by Police Scotland and using these to evade detection / prosecution.

Please also provide figures on the following:
Since 01.01.23 until 01.03.25, how many times has Cellebrite been deployed by officers of your force, both:
Consensually
Non-Consensually
Unfortunately, I estimate that it would cost well in excess of the current FOI cost threshold of £600 to process your request.  
I am therefore refusing to provide the information sought in terms of section 12(1) - Excessive Cost of Compliance.
By way of explanation, a manual trawl of all files would be required to answer the question.
In 2023 alone, there were 5,936 Examination Request Forms approved. 
If I were to estimate it would take approximately 5 minutes per record to identify whether Cellebrite was used to extract data, this would take 495 hours to complete and would cost £7,425. 

If you require any further assistance, please contact us quoting the reference above.
You can request a review of this response within the next 40 working days by email or by letter (Information Management - FOI, Police Scotland, Clyde Gateway, 2 French Street, Dalmarnock, G40 4EH).  Requests must include the reason for your dissatisfaction.
If you remain dissatisfied following our review response, you can appeal to the Office of the Scottish Information Commissioner (OSIC) within 6 months - online, by email or by letter (OSIC, Kinburn Castle, Doubledykes Road, St Andrews, KY16 9DS).
Following an OSIC appeal, you can appeal to the Court of Session on a point of law only. 
This response will be added to our Disclosure Log in seven days' time.
Every effort has been taken to ensure our response is as accessible as possible. If you require this response to be provided in an alternative format, please let us know.
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