

		

[image: ]
[bookmark: _Toc174013817]Social Media (Police Use of)
Guidance document
[bookmark: _Toc174013818]Notice:
This document has been made available through the Police Service of Scotland Freedom of Information Publication Scheme. It should not be utilised as guidance or instruction by any police officer or employee as it may have been redacted due to legal exemptions
Owning Department: Corporate Communications
Version Number: 1.00
Date Published:17/03/2020

Contents
Social Media (Police Use of)	1
Notice:	1
1.	Scope / Purpose	3
2.	Definitions	3
3.	Why Police Scotland uses social media	4
4.	Social Media Sites and Structure	4
5.	Roles and Responsibilities	6
6.	How Authorised Personnel access Social Media	7
7.	Use of Police Scotland Branding	7
8.	Personal Use of Social Media Sites	8
9.	Useful Contacts	8
Compliance record	9
Version control table	9
Feedback	9



1. [bookmark: _Toc174013819]Scope / Purpose
This guidance document supports the Police Service of Scotland (hereafter referred to as Police Scotland) policy for Corporate Communications. It sets out clear guidance around:
· Why social media is used by Police Scotland
· The authorised Social media accounts for Police Scotland
· Who can post on social media on behalf of Police Scotland
· How social media is accessed by Police Scotland Authorised Personnel
This document does not provide guidance for officers and staff members’ personal use of social media. 
This document applies to all Police Scotland officers and staff. 
2. [bookmark: _Toc174013820]Definitions 
[bookmark: _Toc394566505]Social media - any online communication that requires a dedicated social account and/or encourages the public creation, interaction and exchange of user-generated content.
Social networking - the collective term for websites which allow internet users to interact with friends, colleagues and other members of the public across the world.
Social media training - training is provided by Corporate Communications Authorised Personnel on using social media on behalf of Police Scotland. 
Authorised Personnel - Police Scotland personnel who have been identified by their division or department as being authorised to add content to Police Scotland social media sites on behalf of the organisation, who have completed the Business Skills – Social Media (Police Use of) training course run by Corporate Communications and have been provided with a Hootsuite license.
Unofficial Accounts – any social media account which has been set up by someone within Police Scotland to communicate with the public, which uses Police Scotland branding (including officers in uniform as profile image) and contains content about Policing from Police Scotland. 
Fake Account - any social media account which has been set up by someone not working in Police Scotland to communicate with the public, which uses Police Scotland branding (including officers in uniform as profile image) and contains fake information which appears to be from Police Scotland. 
3. [bookmark: _Toc174013821]Why Police Scotland uses social media
Police Scotland uses social media to: 
· Keep people safe 
· Increase public confidence 
· Support effective and efficient policing
· Reduce crime
· Improve service delivery
· Engage and build relationships with our communities online
Key pillars of our social media strategy are:
1. Building public trust and confidence
2. Warning & informing 
3. Digital engagement with public and partners
Content on any authorised account should fit into one of the pillars of our strategy.   
No crime or concern is recorded over social media. The public are advised to call 101 or 999 in an emergency. 
Police Scotland does not use direct messaging on social media as part of the contact strategy for the organisation. 
Social media is not a replacement for any other existing medium (such as broadcast media/print).  
4. [bookmark: _Toc174013822]Social Media Sites and Structure
The following is a list of approved and authorised social media sites and structure currently in use by Police Scotland:
· Twitter (1 corporate; 13 divisional; 58 local; 7 specialist divisions (i.e. dogs, horses, air, RPU, ARV, BPC, Safer Communities) and 5 departments (college, control room, PSYV, VRU, safety camera). It currently offers the most localised solution for engaging with local communities; 
· Facebook (1 corporate account, 16 regional accounts and 6 specialists)
· YouTube (1 national corporate account): a free to use video upload and sharing website.  The Police Scotland YouTube account is used to host video content produced by divisions and departments to promote current campaigns; showcase positive work undertaken by Police Scotland; screen press conferences, deliver video messages during large scale public emergencies and demonstrate police careers for recruitment;
· Instagram (1 national account): a free photo and video sharing social media channel.  The Police Scotland official Instagram account, on which photos and videos from all across Scotland are shared, provides a visual insight into the activities of Police Scotland. Managed by Corporate Communications however lots of content is generated from officers and staff across the country to show the length and breadth of policing;
· LinkedIn (1 national account): a free professional network, connecting professionals from all business backgrounds. Police Scotland’s official account provides insight into the organisation as a service but also as an employer. 
The number of accounts is subject to change based on reviews of accounts.
Individual Police Scotland Accounts
The only approved individual accounts are those currently held at Chief Superintendent/Divisional Commander/ACC/DCC and Chief Constable rank.
It may be beneficial to have individual accounts in some instances i.e. where the role being undertaken requires or would benefit from it. Requests for role-specific accounts will be considered by Corporate Communications.
Regardless of role any individual account belongs to the organisation and not the individual.
Any accounts out with this structure are considered unauthorised or fake accounts.  
Unauthorised accounts will be reported to the Information Security Officer (ISO) and fake accounts will be reported as fake to the social media platform.
New accounts on any social media platform must be approved by Corporate Communications.  An application should be made in writing and a decision will be made by Head of Communications Specialist Services.  Any accounts set up without this permission will be considered an unauthorised account.
5. [bookmark: _Toc174013823]Roles and Responsibilities
	Role
	Responsibilities

	Corporate Communications




	· Own social media for Police Scotland
· Responsible for managing the social media platforms, users and appropriate use of social media
· Responsible for training all Authorised Personnel. The training course; Business Skills – Social Media (Police Use of) course is recorded on SCoPE

	Authorised Personnel
	· Only officers and staff who have undergone the required training are able to post social media content on behalf of Police Scotland or add content to a Police Scotland social media site
· Must adhere to the content of Use of Personal Mobile Phone Whilst on Duty (Incorporating Smartphones and Hand Held Devices) SOP and access social media via the approved social media management tool (Hootsuite) using a passphrase secure password

	Divisional Commanders
	· Responsible for the use of official divisional social media accounts is devolved to Divisional Commanders
· Ensure there is an appropriate Single Point of Contact (SPOC) in place to manage the local users and content on the local social media channels 

	ISO
	· Authorise social media access to any trained Authorised Personnel after checking SCoPE to ensure the appropriate training has been carried out

	ICT 
	· Liaise with Corporate Communications to confirm the proposed Authorised Personnel have completed the Police Scotland Social Media (Police Use of) training course before actioning ICT Connect Service Request for access


6. [bookmark: _Toc174013824]How Authorised Personnel access Social Media 
Authorised Personnel should access social media via our approved management tool Hootsuite.  They are not permitted to access social media sites via the platforms directly i.e. twitter.com or facebook.com. The only exception to this is in case of functionality which can’t be performed by Hootsuite or in the case of a system outage of Hootsuite.  In these situations advice must be sought from Corporate Communications.
The posting of content to a Police Scotland social media network should only be conducted through Police Scotland electronic equipment.  Users should also refer to the Use of Personal Mobile Phone Whilst on Duty (Incorporating Smartphones and Hand Held Devices) SOP.
7. [bookmark: _Toc174013825]Use of Police Scotland Branding
Only official and authorised Police Scotland social media accounts may use Police Scotland branding in line with the Corporate Identity SOP.
Police Scotland accounts which are seen to misuse Police Scotland branding will have this removed and replaced with the appropriate branding.  A bank of authorised images will be provided to all local users for use on accounts. 
The Police Scotland logo should not be altered in anyway.  The logo is a heraldic crest sanctioned by the Court of the Lord Lyon and it is a criminal offence to make any unauthorised changes to that crest.
8. [bookmark: _Toc174013826]Personal Use of Social Media Sites
Officers and staff making use of social media personally and who wish to identify themselves as police officers or staff should refer to the Online Safety Guidance for Police Officers and Members of Police Staff guidance document for more information.  
9. [bookmark: _Toc174013827]Useful Contacts
Additional advice or guidance can be obtained from the Social Media Team in Corporate Communications Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002: Section 30, Prejudice to effective conduct of public affairs.

10. 

[bookmark: _Toc174013828]Compliance record
EqHIRA completion/review date:	09/03/2020
Information Management Compliant: 	Yes
Health and Safety Compliant: 	Yes
[bookmark: _Toc174013829]Version control table
	Version
	History of amendments
	Approval date

	1.00
	Initial Approved Version
	16/03/2020


[bookmark: _Toc174013830]Feedback
All Police Scotland service delivery Policies, Standard Operating Procedures (SOPs) and National Guidance are subject to regular reviews. It is important that user feedback is considered when documents are reviewed. 
If any officer / staff member wishes to provide comment, or make suggestions for improvements to this or any associated document, a Service Delivery Policy and Procedure Feedback Form (Form 066-014) should be used.
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