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Freedom of Information Response
Our reference:  FOI 24-1637
Responded to:  25 July 2024


Your recent request for information is replicated below, together with our response.
The type of contract I wish to see is below:
1. Dedicated hosting- Managed environment
2. Co-Location- hosting allows a business to still own their own server equipment; however, instead of storing it in their own data centre, they instead are able to store it in rented space in a colocation hosting centre.
3. Cloud Hosting- Cloud hosting services provide hosting for websites on virtual servers, which pull their computing resources from extensive underlying networks of physical web servers.
Not all of these will be applicable to the organisation.
For the different types of hosting services, can you provide me with the following information:
Type of hosting – Dedicated, Co-Location, Cloud Hosting, Other? 
Who is the supplier of the contract? If possible can you also provide me with the name of the vendor, if applicable?
What type of cloud environment?
What services are provided under the contract? Please do not put hosting information such as web hosting, file storage, hosted application. The more information the better.
Information about these types of hosting is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the following exemptions apply:
Section 35(1)(a)&(b) - Law enforcement
Information is exempt information if its disclosure under this Act, would or would be likely to prejudice substantially the prevention or detection of crime. 
It is not exceptional for individuals to enquire as to the information technology in use in Police Scotland.  Nonetheless, there is concern that the release of such data could provide attack opportunities. 
The requested information could be used by a hostile party to plan and execute an attack on the Service’s systems. Such attacks could take the form of data theft, denial of service or other deliberate disruptions. This could not help but have the effect of reducing the ability of the police to undertake relevant activities. 
This is a non-absolute exemption and requires the application of the public interest test. 
The public interest factors favouring disclosure of the information surround the Service’s accountability for public funds in terms of the cost to the public purse.  
Those favouring retention of the information surround the adverse effect on the efficiency of the Service.  
Disclosure would provide those intent on disrupting police activities with enough information to plan and execute a targeted attack. 
Where systems are compromised, there is also the potential for sensitive information such as personal data, security information and other data to be made public, therefore, in this instance the factors favouring retention of the data outweigh those of disclosure.

What is the annual contract value for each contract?           
Contract 1 - £750,000
Contract 2 - £4785.48
Contract 3 - £49,694   

What is the original start date of the contract agreement? If there are more than one contract please provide me with the start date for each contract.
Contract 1 – 01/04/2019
Contract 2 – 03/03/2022
Contract 3 – 01/08/2020

What is the actual expiry date of the contract agreement? If there are more than one contract please provide me with the expiry date for each contract.
Contract 1 – 30/03/2025
Contract 2 – 02/05/2025
Contract 3 – 31/07/2024

When will the organisation plan to review this contract? If there are more than one contract please provide me with the review date for each contract.
Information about contract reviews is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the following exemptions apply:
Section 33(1)(b) - Commercial Interests 
As you may be aware the tendering process is open to competition and if utilised, companies are invited to submit their tender bid with details of the costs and processes they would use for the successful completion of the contract. 
Disclosure of the information at this stage would negatively impact on the tendering process used by the service to ensure it purchases the most efficient and cost effective services in the future, and prejudice the commercial interests of Police.

What is the contract period in years? Please include whether the agreement has any extension periods?
Contract 1 – 4 Year + 1 (with additional 1 year extension negotiated). 
Contract 2 – 3 years
Contract 3 – 3 years +2

Can you please provide me with the contract officer responsible for this contract? Complete contact details if possible name, title, contact email and number
Non-emergency contact can be made to Police Scotland by telephoning 101 or using the Contact Us form on the Police Scotland website: http://www.scotland.police.uk/contact-us/ 

If you require any further assistance, please contact us quoting the reference above.
You can request a review of this response within the next 40 working days by email or by letter (Information Management - FOI, Police Scotland, Clyde Gateway, 2 French Street, Dalmarnock, G40 4EH).  Requests must include the reason for your dissatisfaction.
If you remain dissatisfied following our review response, you can appeal to the Office of the Scottish Information Commissioner (OSIC) within 6 months - online, by email or by letter (OSIC, Kinburn Castle, Doubledykes Road, St Andrews, KY16 9DS).
Following an OSIC appeal, you can appeal to the Court of Session on a point of law only. 
This response will be added to our Disclosure Log in seven days' time.
Every effort has been taken to ensure our response is as accessible as possible. If you require this response to be provided in an alternative format, please let us know.
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