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Freedom of Information Response
Our reference:  FOI 24-1409
Responded to:  24 July 2024


Your recent request for information is replicated below, together with our response.  Please accept my apologies for the delay in responding.
This is a FOI request concerning communication to the Chief Constable and their level of strategic and operational oversight.
1) Is there a risk assessment for the force identifying specific threats to policing. If so, the requester would like a copy of this policy. 
I have attached separately a copy of Police Scotland’s risk management framework (24-1409 Data 1). You will note that some information has been redacted and this information is exempt in terms of the Freedom of Information (Scotland) Act 2002 (the Act). Section 16 of the Act requires Police Scotland to provide you with a notice which: 
(a) states that it holds the information, 
(b) states that it is claiming an exemption, 
(c) specifies the exemption in question and 
(d) states, if that would not be otherwise apparent, why the exemption applies. 
Section 38(1)(b) – Personal Information
Any information that could lead to the identification of individuals has been redacted. This is in accordance with Section 38(1)(b) of the Freedom of Information (Scotland) Act 2002 –Personal Information.
This relates to the name of any staff member within Police Scotland of a more junior role (below the rank of Chief Inspector or Head of Department). 
As such, the processing would be unfair and unlawful in respect of the individuals concerned and would therefore be in breach of the first principle of the Data Protection Act 2018. 
This is an absolute exemption, which does not require a public interest test to be 
conducted.
Section 35(1)(a) – Law Enforcement 
Information is exempt information if its disclosure under this Act, would or would be likely to prejudice substantially the prevention or detection of crime. 
There is concern that the release of the redacted information could impact Police Scotland’s management processes.
This is a non-absolute exemption and requires the application of the public interest test. 
Public Interest Test 
The public interest factors favouring disclosure of the information surround the Service’s accountability for public funds in terms of the cost to the public purse. 
Those favouring retention of the information surround the adverse effect on the efficiency of the Service. Disclosure would provide those intent on disrupting police activities with enough information to plan and execute a targeted attack. 
Taking cognisance of the above the factors favouring retention of the data outweigh those of disclosure. 
In addition, the requester specifically seeks a statement as to how unlawful surveillance (a technological reality in the UK and China for decades), control mechanisms (possible use of negative information gained from aforementioned surveillance) and digital interference (able to skew investigations) are managed with regards to external threats?  These can be internalised and provide for worker conduct to be contrary to the interests of policing.
This information is exempt in terms of the Freedom of Information (Scotland) Act 2002 (the Act). Section 16 of the Act requires Police Scotland to provide you with a notice which: 
(a) states that it holds the information, 
(b) states that it is claiming an exemption, 
(c) specifies the exemption in question and 
(d) states, if that would not be otherwise apparent, why the exemption applies. 
Section 35(1)(a) – Law Enforcement 
Information is exempt information if its disclosure under this Act, would or would be likely to prejudice substantially the prevention or detection of crime. 
There is concern that the release of this information could impact Police Scotland’s management processes.
This is a non-absolute exemption and requires the application of the public interest test. 
Public Interest Test 
As stated above, the public interest factors favouring disclosure of the information surround the Service’s accountability for public funds in terms of the cost to the public purse. 
Those favouring retention of the information surround the adverse effect on the efficiency of the Service. Disclosure would provide those intent on disrupting police activities with enough information to plan and execute a targeted attack. 
Taking cognisance of the above the factors favouring retention of the data outweigh those of disclosure. 
2) Does the Chief Constable have the ability (human and technological) to carry out monitoring checks regarding incoming emails/phone calls and/or crime reports coming into the control room or to specific officers?
Are these checks random or with a particular frequency?  Are they carried out remotely?  Do they involve role based or named email addresses - civilian and police operatives?  What do the checks involve? 
[bookmark: _MailAutoSig]I can advise that Police Scotland does not hold the above requested information. 
In terms of Section 17 of the Act, this letter represents a formal notice that information is not held.
As you will be aware an individual’s right in terms of the legislation is to obtain information held by a public authority at the time a request is received and there is no obligation on them to create new information specifically for such a request.  
In this instance the information requested is not recorded information. 
3) Are police officers and civillian staff permitted to have personal mobiles whilst on work duty?  If so, the requester seeks a copy of the policy?  In terms of this decision making the requester also seeks evidence that there has been evaluation of the threat that instantaneous communication from an external source can bring? 
Police officers are directed by the Use of Personal Mobile Whilst on Duty which provides guidance as to what constitutes unacceptable or inappropriate use of personal mobile phones whilst on duty. The guidance is intended to protect the health and welfare of police officers whilst ensuring the highest standards of professionalism and performance.
In terms of the Health & Safety at Work Act 1974, the Chief Constable has a statutory requirement for securing the health, safety and welfare of persons at work and for protecting others against risks to health or safety in connection with the activities of persons at work.
In order to achieve this, it is necessary for the Chief Constable to issue direction to provide advice, instruction and guidance in relation to safe working practices within Police Scotland.
The guidance identifies risks through officers using their personal mobile telephone or its associated applications. As outlined above the Chief Constable has a statutory duty to mitigate identified risks to ensure the safety of all.
The Police and Fire Reform (Scotland) Act 2012 provides:
It is the duty of a constable:
1. to prevent and detect crime
2. to maintain order
3. to protect life and property
In order to ensure that these statutory functions are satisfied it is necessary to provide direction, in the form of the guidance, detailing what is acceptable with regards to officers using their personal mobile telephone during working hours.
Therefore, the guidance is justified under the provisions of the Health and Safety at Work Act 1974 and the Police and Fire Reform (Scotland) Act 2012. The guidance is   proportionate as it restricts as opposed to prohibits the use of a personal mobile telephone.
The standards expected of our officers, whether on or off duty, are contained within our Standards of Professional Behaviour which further contributes to reducing any risk or harm from Police officers having a personal mobile phone whilst on duty.
A copy of Police Scotland’s Divisional Guidance - Use of Personal Mobile Whilst on Duty (24-1409 Data 2) is attached separately. I would ask that you note that this document applies only to Police Officers, including Special Constables.
In relation to members of police staff, I can advise that Police Scotland does not hold any relevant information. 
In terms of Section 17 of the Act, this letter represents a formal notice that no recorded information is not held.
4) In relation to professional standards and complaints - what system is in place prior to sending a response - e.g. Is this one administrative worker, inclusive of supervision or requiring the CC or other role? 
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) and 27(1) exemptions apply:
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information.”
Information is publicly available:
Complaints About the Police Standard Operating Procedure (SOP)
Further, what level of information access does the CC have in relation to the content of a complaint (e.g. internal complaint response, complainant paperwork, evidence)?   What proportion of complaints are viewed by the CC - a)all, b)selection, c)none?  If, a selection  - by what criteria? How is the viewing recorded?  Is there a mechanisms by which systemic issues are identified?
5) What is the force policy regarding direct communication from a member of the public to the Chief Constable?
Is the CC's email address publicly available? Please provide this information. Does the CC have access to the inbox for all their incoming mails?  How often does the CC view their inbox, as opposed to reliance on an assistant to prioritise and gate-keep on a lower salary and with greater vulnerability?
How is this approach rationalised by the force - given other communication channels - e.g. judicial review and super-complaints represents an adversarial and arduous route, but also that communication can be thwarted by internal risks as at (1) and (5).
6) How is the above way of operating (transparency and accessibility) rationalised with the increasing emphasis on democratising policing at a local level e.g. with PCC's (local forums hold the CC to account) and the increase in external threats to policing, as per (1) and (5)?
I would ask that you note that PCC’s are not applicable to Scotland. 
In relation to any further information, in terms of Section 17 of the Act, this letter represents a formal notice that information is not held.
As you will be aware an individual’s right in terms of the legislation is to obtain information held by a public authority at the time a request is received and there is no obligation on them to create new information specifically for such a request.  
7) In regards to FOI requests, please detail the communication policy to the CC.  Are these all requests automatically sent to the CC prior or post publication - a statutory duty?  
The information sought is held by Police Scotland, but I am refusing to provide it in terms of section 16(1) of the Act on the basis that the section 25(1) and 27(1) exemptions apply:
“Information which the applicant can reasonably obtain other than by requesting it […] is exempt information.”
Information is publicly available:
Standard Operating Procedure (SOP) Review Template (scotland.police.uk)
8) Communication routes for feeding into democratic process?  Please detail the force routes/policy for CC to communicate issues to parliament? Is there regular liaison with the members of parliament covering the policing area with the CC? 
I can advise that Police Scotland does not hold the above requested information. 
In terms of Section 17 of the Act, this letter represents a formal notice that information is not held.
As you will be aware an individual’s right in terms of the legislation is to obtain information held by a public authority at the time a request is received and there is no obligation on them to create new information specifically for such a request.  
In this instance the information requested is not recorded information. 
Does the CC meet with other forces CC's from other areas for the purposes of sharing and gathering information concerning external threats to policing. 
The Chief Constable meets with other Chief Constables, for example at the NPCC, however, to establish if any meeting was in relation to external threats to policing would require the physical examination of all correspondence, emails, etc. 
As you will be aware the current cost threshold is £600 or 40 hours and I estimate that it would cost well in excess of this amount to process your request.
As such, and in terms of Section 16(4) of the Freedom of Information (Scotland) Act 2002 where Section 12(1) of the Act (Excessive Cost of Compliance) has been applied, this represents a refusal notice for the information sought.
 If you require any further assistance, please contact us quoting the reference above.
You can request a review of this response within the next 40 working days by email or by letter (Information Management - FOI, Police Scotland, Clyde Gateway, 2 French Street, Dalmarnock, G40 4EH).  Requests must include the reason for your dissatisfaction.
If you remain dissatisfied following our review response, you can appeal to the Office of the Scottish Information Commissioner (OSIC) within 6 months - online, by email or by letter (OSIC, Kinburn Castle, Doubledykes Road, St Andrews, KY16 9DS).
Following an OSIC appeal, you can appeal to the Court of Session on a point of law only. 
This response will be added to our Disclosure Log in seven days' time.
Every effort has been taken to ensure our response is as accessible as possible. If you require this response to be provided in an alternative format, please let us know.
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