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Part 1 – Determining whether the proposed processing of personal data for law enforcement purposes is likely to result in a high risk to the rights and freedoms of the data subject.

The guidance notes must be read before answering the questions.

Once completed, this part must be submitted to Information Assurance (IA) to decide whether the proposed processing is high risk. (Refer to the definition of law enforcement purposes in Appendix 1 of the Guidance Notes.)

Part 1, Section 1 – General

	1.1.1 Does the project involve the processing of personal data? (Refer to the definition of personal data in Appendix 1 of the Guidance Notes).

	 FORMCHECKBOX 
 
	Yes

	
	No – Please provide a summary of the project below and submit this DPIA to Information Assurance without completing any further answers.

	Click here to enter text

	1.1.2 Who is the Lead / Manager / Senior Responsible Owner for the project?

	Name
	Matt Richards

	Designation
	Chief Superintendent / Duty SRO

	Contact details
	[Information has been removed due to its content being exempt in terms of the Freedom of Information  (Scotland) Act 2002, Section 30(c) - Prejudice to the Effective Conduct of Public Affairs.]

	1.1.3 State who has responsibilities for the personal data. (Refer to Note 1 of the Part 1 Guidance Notes)

	Strategic Information Asset Owner

	Name
	Kenny MacDonald

	Designation
	Assistant Chief Constable

	Contact details
	Information has been removed due to its content being exempt in terms of the Freedom of Information

(Scotland) Act 2002, Section 30(c) - Prejudice to the Effective Conduct of Public Affairs.]

	Tactical Asset Owner

	Name
	Matt Richards

	Designation
	Chief Superintendent

	Contact details
	Email: [Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, Section 30(c) - Prejudice to the Effective Conduct of Public Affairs.]

	1.1.4 Provide a summary of the project. (This must be done in accordance with Guidance Note 2 of the Part 1 Guidance Notes)

	Police Scotland (PS) is committed to delivering excellence in service and protection and a key

strand of the Policing 2026 programme is to invest in our use of information technology. The

Digitally Enabled Policing Programme has been established to support improvements in

operational service delivery, maximising both visibility and the time officers spend in their

communities. It will enable a cultural shift, predicated on the creation of a technically enabled

workforce.

The use of Body Worn Video (BWV) cameras and supporting Digital Evidence Management

(DEM) software for the storage and processing of digital evidence aims to support this by:

- Increasing the use of technology within criminal justice for more efficient and effective

justice for victims,

- Improved officer safety,

- Increasing public confidence by offering greater transparency, and

- Reducing and resolving complaints against Police officers.

The use of Body Worn Video (BWV) cameras and the ingesting and management will benefit

Police Scotland, the public and other parties by:

- Offering greater transparency of police practices, in particular where armed officers are

deployed to an incident,

- Providing valuable evidence to assist police officers in the investigation of crime,

- Supporting victims by capturing evidence, providing a visual record of scenes,

documenting injuries a victim has sustained and showing the demeanour of and distress

suffered by victims of crime,

- Providing the Crown Office and Procurator Fiscal Service with quality evidence with a

view to obtain successful prosecutions, and

- Supporting investigations by Police Scotland and the Police Investigations and Review

Commissioner (PIRC) in respect of the Police response to particular incidents.

Police Scotland currently utilises BWV to a limited extent across Scotland. The majority of use

is within North East Division which has utilised BWV since 2010. The National Football

Information Point (NFIP) also have access to BWV which was previously utilised as required by

local policing divisions for football matches and there are a limited number of BWV cameras

across 4 other local policing divisions.

An evaluation was carried out of the use of BWV in the North East which revealed it has

provided officers a transformational technological tool that has positively impacted the way they

work and continues to deliver benefits including but not limited to the following:

- Increased officer safety,

- Increased wellbeing,

- Reduced time spent at court,

- Best evidence for crime detection and prosecution, and

- Increased sense of job satisfaction as officers are being listened to.

It was evident from the North East evaluation that partners such as the Crown Office and

Procurator Fiscal Service (COPFS) and local authority have seen significant benefits from BWV.

The public are supportive of the current BWV solution and further development and roll out in

Police Scotland.

In November 2020 Dame Eilish Angiolini’s report with regard to the ‘Independent Review of

Complaints Handling, Investigations and Misconduct Issues in Relation to Policing’, made the

recommendation that Police Scotland should accelerate their plans to expand the use of bodyworn video technology.

In 2016, the National Police Chief Council (NPCC) recommended that BWV should be rolled out

to Authorised Firearms Officers (AFOs) within Home Office (HO) Forces. Although not a HO

force and therefore not bound by the recommendation, Police Scotland now has the only Armed

Policing (AP) unit in the UK that does not have BWV.

The acknowledged AP risk is exacerbated by requirements for COP 26 which provides another

illustrative challenge around not having BWV in force.

To support the start of a ‘national conversation’ on the introduction of BWV for armed policing

(AP) in time for the Conference of the Parties (COP26), a national survey was promoted on

Police Scotland’s corporate and divisional social media channels between 1 Feb and 24 Feb

2021. It was also promoted to key partners and interest groups via letters, directing them to

complete the online survey.

It collected 8,835 individual responses from across a range of geographic and demographic

communities across Scotland, including a high percentage (15%) of Police Scotland staff.

Early analysis found:

- 15% of respondents were employed by Police Scotland

- 22% of respondents had recently interacted with the police

- 73% reported that BWV would make them feel “much” or “slightly” safer

- 25% reported it would make no difference

- 90% of respondents thought that BWV should be used “always” or “often”

- 8% thought that they should be used “sometimes”

- 78% of respondents felt that BWV would increase their trust in Police Scotland

- 78% reported that BWV would increase their confidence in Police Scotland, and

- It was noted there was also significant social media/traditional media interest both in

respect of the survey and the supporting promotional video.

The response to the engagement survey evidenced public support for body worn video resulting

in Police Scotland proceeding with plans to equip armed police officers with BWV cameras as

part of preparations for COP26.

Police Scotland, in accordance with national recommendations, intends to introduce Body Worn

Video (BWV) for Armed Police Officers with effect from October 2021.

Planning is also being carried out with regard to a rollout of BWV to officers and staff across

Police Scotland. If approval is given, a separate DPIA will be submitted which will incorporate

both the national rollout and future use by Armed Policing.

Motorola have been appointed to supply BWV devices for Armed Policing. They will supply

[Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, S35 – Law Enforcement; specifically S35(1)(a) Prevention or Detection of Crime & S35(1)(b) – the apprehension or prosecution of offenders], Video Manager (Digital Evidence Management Software (DEM)) and other associated equipment / software deemed necessary.

Body Worn Video (BWV) cameras

The Police have a responsibility to maintain law and order; protect the public and their property,

and prevent, detect and investigate crime. In order to carry out these responsibilities they will

gather and record information. Police officers have traditionally used their note books to record

key information, when dealing with a member of the public or capturing initial information at an

incident. BWV cameras provide corroboration to an officer’s written record of events, and are an

almost irrefutable visual and audio account of events from the viewpoint of the officer. No

personal opinions, pre-conceived notions or ideas or other variables can affect how the camera

produces its account, and this is invaluable for an accountable and efficient police service.

For this project only operational Armed Police officers will be provided with a BWV camera

which they will be required to wear when deployed for operational policing. Up to a maximum of

650 BWV cameras are to be sourced. For the deployment to armed policing, a quailitative

review will be carried out to capture the learning to inform future planning across Police

Scotland.

The use of BWV must be proportionate and necessary to the situation. BWV use is incident

specific and related to a clear policing purpose, with consideration given to Article 6 ECHR (right

to a fair trial), Article 8 ECHR (right to private/family life), and Article 10 ECHR (right to freedom

of expression).

All users must complete a comprehensive online training prior to using the system or cameras.

Additional support material in the form of a Code of Practice, Standard Operating Procedures,

BWV intranet page users guides and how to videos will be available and updated.

The system adopted will be capable of capturing effective video and audio through a secured

camera system that can be located on either the chest (routine local policing related incidents)

or on the officer’s head (firearms deployments) to provide a point of view recording from the

individual officer. The camera system employed will be docked upon completion of the officer’s

duties and all camera footage will be downloaded via the police network to a Digitial Evidence

Management Solution and stored on a central storage system within Police Scotland’s secure

network.

There will be no external transfer or cloud based storage of the data obtained. Upon download

of said footage the software system will erase the footage from the camera, which once charged

will be available for the next user. The management of the stored footage will comply with

Police Scotland procedures and be used only for legitimate policing purposes. Data will only be

retained for a maximum of 31 days, in accordance with the Police Scotland retention policy,

unless it is to be retained under provisions for evidence, disclosure or other justified policing

purpose.The need for retention must be justifiable and tangible, this need must be justified on

each occasion. Outwith any requirement for footage to be kept, where any case is complete,

then officers will be requested to have footage deleted from the system and an operational

procedure in this regard will be adhered to.

BWV cameras are an overt recording device and must not be used for covert recording.

However officers may be presented with an operational situation where there is a justifiable

need to deactivate the audible alerts/lights on the camera for a short period of time. The

possible situations are not exhaustive and user discretion is required for each individual

scenario, but examples would be scenarios requiring rapid or quiet entry whereby the

lights/sound could alert the occupants or others prior to entry, resulting in a loss of evidence,

suspect escape or harm to officers, alternatively vulnerable individuals with health issues where

the camera light/sounds could put them or others at risk of harm. Even when the lights and/or

sound are deactivated the cameras are being used overtly and not for surveillance purposes,

and as such are not subject to the provisions set out by the Regulation of Investigatory Powers

Scotland Act 2000.

When activating the camera to record, training and the Code of Practice will require the officer

(where it is possible and practical to do so and balanced against the operational considerations)

to announce to those present that video and audio recording is taking place. Officers do not

have to obtain consent and footage will not be disclosed to third parties unless it’s required by

law.

Digital Evidence Management (DEM) System

Video Manager is the supplied Digital Evidence Management (DEM) system, this is required to

securely manage digital evidence. Evidence is uploaded into the system via the BWV cameras,

directly imported by a user.

The data is stored on an “on-premises” storage basis via a secure browser based system,

which can only be accessed by a Police Scotland user via Police Scotland devices.

The DEM software provides accountability, transparency and preserves the integrity of the

evidence as the original data file is never altered. It can be used to store data and also manage

users and BWV cameras. It provides users with the ability to playback, redact, make clips, and

securely share evidence with partner agencies.

Data will only be retained for a maximum of 31 days, in accordance with the Police Scotland

retention policy, unless it is to be retained under provisions for evidence, disclosure or other

policing purpos.The need for retention must be justifiable and tangible, this need must be

justified on each occasion.

BWV footage and digital evidence is shared with prosecuting partners, and third parties where

there is a legal requirement and where necessary and an information sharing agreement is in

place. The data is shared by burning to disc or by an encrypted USB stick. On each occasion a

data file is downloaded, a full audit trail of all actions and activities is recorded and can be

produced.

The team developing BWV for Armed Policing are sighted on the Digital Evidence Sharing

Capability Programme (DESC), which is a collaborative programme led by the Scottish

Government in partnership with Police Scotland, COPFS, SCTS.

DESC is a Cloud Based ‘Software as a Solution’ (SaaS) Service that will provide secure digital

space to ingest, edit, share, present and destroy/archive digital evidence. The ambition is to

deliver an end-to-end service for digital evidence; from crime scene to court room. Once fully

operational, DESC will facilitate ingest, edit and sharing of BWV ‘digital evidence’ for
subsequent presentation in court as required. The DESC Programme is subject to a seperate

Data Protection Impact Assement.

In respect of the BWV deployment for Armed Policing, the accompanying DEM software

provided by the supplier is only intended to be a temporary solution to facilitate the operation of

the BWV cameras until the DESC programme is operational.

Use of the BWV Camera Pre-Event Buffer

When a camera is turned on it goes into ‘pre event buffering’ mode, and is capturing video, but

no audio. This video is not permanently saved but overwrites itself (deletes) unless the officer

presses the record button. When the camera is activated to record, that previously captured

buffered video (not audio) is saved and attached to the recording.

Experience from policing across the UK has shown that the pre-event buffer has repeatedly

captured valuable evidence in support of criminal investigations and the investigation of

incidents involving police and the public. Its biggest value has been for spontaneous incidents

where the camera has picked up the event as it is happening, or when officers are reacting to

an incident as it happens and activating their camera has not been their first action.

Consultation with users, and stakeholders such as professional standards, legal services and

the PIRC has informed the decision to utilise this functionality. This pre-event buffer provides

the ability to capture valuable evidence without encroaching on the public’s right to privacy.

Use of BWV in Custody Suites

Under normal circumstances users will cease recording when an arrested person arrives in

custody, as the Police Scotland custody cameras will take primacy for recording.

With Custody Sergeant authority users may commence BWV recording for pre-planned actions:

- Where an arrested person is to be taken to a cell using force.

- Where an arrested person is already in a cell and requires removal using force, or

- Any pre-planned use of force where the Sergeant has concerns over the coverage of

visual and audio CCTV in their suite.

In the case of spontaneous incidents where use of force is applied, officers may commence

BWV recording in any area of the custody suite and its environs.

BWV will not be used during any intimate search even where use of force is applied.

The use of BWV as detailed above offers greater transparency of police actions, whilst still

looking to protect the privacy of those unrelated 3rd parties also present in police custody suites.


Part 1, Section 2 – The Purpose of the Processing

	1.2.1 What is the reason you want to process the data? If in Q1.1.4 you have covered in full the reason you want to process the data, then please copy and paste the relevant sections here.

	The Police have a responsibility to maintain law and order; protect the public and their property,

and prevent, detect and investigate crime. In order to carry out these responsibilities they will

gather and record information. Police officers have traditionally used their note books to record

key information, when dealing with a member of the public or capturing initial information at an

incident. BWV cameras provide corroboration to an officer’s written record of events, and are an

almost irrefutable visual and audio account of events from the viewpoint of the officer. No

personal opinions, pre-conceived notions or ideas or other variables can affect how the camera

produces its account, and this is invaluable for an accountable and efficient police service.

For this project only operational armed police officers will be provided with a BWV camera

which they will be required to wear when deployed for operational policing. Up to 650 BWV

cameras have been sourced and for the deployment to armed policing, a quailitative review will

be carried out to capture any learning to inform any future planning across Police Scotland.

The use of BWV must be proportionate and necessary to the situation. BWV use is incident

specific and related to a clear policing purpose, with consideration given to Article 6 ECHR (right

to a fair trial), Article 8 ECHR (right to private/family life) and Article 10 ECHR (right to freedom

of expression).

BWV will not be routinely recording and monitoring all activity on a continuous basis. Taking into

account the third data protection principle, the recording will be adequate,

	1.2.2 What is the intended outcome for the individuals whose data you propose to process?

	The use of Body worn video (BWV) cameras and the ingesting and management will benefit

Police Scotland, the public and other parties by:

· Offering greater transparency of police practices, in particular where armed officers are

deployed to an incident,

· Providing valuable evidence to assist police officers in the investigation of crime,

· Supporting victims by capturing evidence, providing a visual record of scenes,

documenting injuries a victim has sustained and showing the demeanour of and distress

suffered by victims of crime,

· Providing the Crown Office and Procurator Fiscal Service with quality first hand ‘best

evidence’ with a view to obtaining successful prosecutions, and

· Supporting investigations by Police Scotland and the Police Investigations and Review

Commissioner (PIRC) in respect of the Police response to particular incidents and

complaints against the Police.

	1.2.3 What are the expected benefits for Police Scotland?

	In November 2020 Dame Eilish Angiolini’s report with regard to the ‘Independent Review of

Complaints Handling, Investigations and Misconduct Issues in Relation to Policing’, made the

recommendation that Police Scotland should accelerate their plans to expand the use of bodyworn video technology. The provision of BWV to armed policing officers will contribute to

partially addressing this recommendation.

In 2016, the National Police Chief Council recommended that BWV should be rolled out to

Authorised Firearms Officers (AFOs) within Home Office (HO) Forces. Although not a HO force

and therefore not bound by the recommendation, Police Scotland now has the only Armed

Policing (AP) unit in the UK that does not have BWV. The provision of BWV to armed policing

officers will address this recommendation and allow for armed officers from Police Scotland to

support mutual aid requirements across the United Kingdom.

The acknowledged AP risk is exacerbated by requirements for COP 26 which provides another

illustrative challenge around not having BWV in force.

There is limited opportunity to mitigate the risks of not providing armed officers BWV,

particularly in respect of providing evidence in respect of firearms incidents.

BWV is not limited to armed policing operations. The use of BWV is recognised as an essential

part of day to day conventional policing by armed officers.

It is expected that the use of BWV within Police Scotland will provide the benefits:

- Offering greater transparency of police practices, in particular where armed officers are

deployed to an incident,

- Providing valuable evidence to assist police officers in the investigation of crime,

- Supporting victims by capturing evidence, providing a visual record of scenes,

documenting injuries a victim has sustained and showing the demeanour of and distress

suffered by victims of crime,

- Providing the Crown Office and Procurator Fiscal Service with quality evidence with a

view to supporting successful prosecutions.

- Supporting investigations by Police Scotland and the Police Investigations and Review

Commissioner (PIRC) in respect of Police response to particular incidents.

For the deployment to armed policing, a qualiatative review is to be carried out to capture any

learning and for consideration for future planning across Police Scotland.

	1.2.4 What are the expected benefits for society as a whole?

	The Police have a responsibility to maintain law and order; to protect members of the public and

their property, and prevent, detect and investigate crime. This involves stopping and speaking to

the public and recording information. In some instances, the rigor of what has been recorded

has been the subject of interpretation and debate. Equally it may not have presented the best

possible primary evidence to support a prosecution. When utilised, BWV cameras provide

Police Scotland’s armed police officers the ability to record exactly what happened, what was

said and when, in an indisputable format.

Body Worn Video (BWV) has the potential to improve significantly the quality of evidence

provided by Police officers in a drive to reduce crime, the fear of crime and improve crime

reporting, whilst increasing transparency and consequently the overall public confidence in

Police Scotland.

The public rightly expect and demand that their police officers are accountable and that they

make use of all available resources and technologies to ensure the most effective evidence

capture. Given the clear risks associated with armed policing deployments and previous

national recommendations that armed officers are issued with BWV, the public expect and

support the use of BWV by Police Scotland.

The use of BWV provides Police Scotland with the capability to enhance both the gathering of

evidence and level of accountability that is otherwise unavailable.

Feedback from the SPF, COPFS and PIRC is strongly in support of the introduction of BWV on

the basis of the positive impact it has upon enquiries involving police.

From the North East evaluation, the use of BWV was found to to have positively impacted

Criminal Justice proceedings in respect that “the reduction in court proceedings is not only of

benefit to COPFS but also that of officers, reducing the need for court attendance, working on

days off and associated overtime. Although this has not been measured by Police Scotland or

COPFS, it was evident from interviews that there has been a significant notable benefit”.

The use of BWV cameras for Criminal Justice purposes provides COPFS the ability to present

detailed evidence of what happened, what was said and when, in an indisputable format which

has been found to positively impact Criminal Justice activity and the time required to progress

court proceedings.


Part 1, Section 3 – Nature of Processing

	1.3.1 Has the Information Security (ISM) Manager been consulted: This should be done at the outset of any project – iso@scotland.pnn.police.uk

	 FORMCHECKBOX 
 
	Yes

	
	No – if not, this must be done immediately.

	
	Not applicable – state below why there is no requirement to consult the ISM.

	The Police Scotland Information Security Officer is an established member of the BWV Project

Team.

	1.3.2 Have the asset owners of any related systems been consulted? (e.g. IT, paper, video etc.)

	 FORMCHECKBOX 
 
	Yes – If so, provide details.

	
	No – State below at what stage you intend to consult.

	The Project Team for the introduction of BWV includes dedicated IT representation, who have

been consulted and involved from the start. IT and related data management considerations

have been taken into account at every stage and representatives included in associated

decision making and development.

	1.3.3 What will the classification of the data be under the Government Security Classification (GSC)? (GSC SOP)

	Official   FORMCHECKBOX 

	or
	

	Official Sensitive     (NB Official Sensitive must be accompanied by handling instructions) 

	Named Recipients Only  
	Police and Partners  
	Police Only  

	1.3.4 Will any processing be done via an internet / cloud based system?

	 
	Yes – Provide the details below.

	 FORMCHECKBOX 

	No

	Click here to enter text


	1.3.5 Will Police Scotland be processing the personal data jointly with another organisation? (Refer to the definition of controller in Appendix 1 of the Guidance Notes). If so, documentation will be required to regulate the relationship. 

	 
	Yes – provide details of the other organisation, their Data Protection Officer (DPO) and the exact role of the other organisation in the processing of the data.

	 FORMCHECKBOX 

	No

	Click here to enter text

	1.3.6 Will another organisation be processing any of the personal / sensitive data on behalf of Police Scotland? (Refer to the definition of processor on page 6 of the Guidance Notes). If so, a contract will be required to regulate the relationship.

	 
	Yes – provide details of the other organisation, their Data Protection Officer (DPO) and the exact role of the other organisation in the processing of the data.

	 FORMCHECKBOX 

	No

	Click here to enter text

	1.3.7 Will the processing involve new technology? (i.e. technology that is new to Police Scotland)

	 
	Yes – If so, give brief overview of it below. If this has been included in the summary of the project, please copy and paste the relevant sections below.

	 FORMCHECKBOX 

	No

	Police Scotland is currently utilising BWV cameras and video evidence gathering systems,

albeit it to a limited extent. All data gathered is managed and stored on Police Scotland server

via DEM software. The system for armed policing officers will follow this same process using

established technologies.

It is recognised that the Motorola BWV solution has inbuilt additional functionality, such as

bluetooth, wifi and linking to accessory sensors. For the procurement process it has been

stipulated that all such functionality must have a requirement that it can be disabled.

It is recognised that any future decision to activate these functions will require a full review of

the system and submission of a further DPIA.

The use of the camera will continue to be incident specific, and in line with Police Scotland

policy, ECHR and DPA.

	1.3.8 Will the processing be done in any novel or unexpected ways? (e.g. machine learning or artificial intelligence)

	 
	Yes – If so, give brief overview of it below. If this has been included in the summary of the project, please copy and paste the relevant sections below.

	 FORMCHECKBOX 

	No

	Click here to enter text


Part 1, Section 4 – Scope of the Processing – What the processing covers

	1.4.1 What categories of data subject are involved? (Please select all applicable)

	 FORMCHECKBOX 
  Victims

 FORMCHECKBOX 
  Witnesses

 FORMCHECKBOX 
  Suspect

 FORMCHECKBOX 
  Accused

 FORMCHECKBOX 
  Person convicted on an offence

 FORMCHECKBOX 
  Children or vulnerable individuals – provide details below

 FORMCHECKBOX 
  Other – provide details below

	Body Worn Video (BWV) cameras record the visual and audio identity of an individual, thereby

automatically capturing special category data. BWV devices are primarily designed to record

encounters between police officers and members of the public. Not only do they record both

video and audio, but they employ wide angle lenses that capture events across a broad field of

view.

The use of BWV cameras is incident specific, and the capture of data should where practicable,

be restricted to those individuals and areas where it is necessary in order to provide evidence

relevant to the incident.

The very nature of the device and its use in policing can result in the capture of larger amounts

of information from:

a) The subject of the recording,

b) Other persons present at the time of the recording,

c) Unrelated 3rd parties inadvertently captured in audio or video during the recording.

v

BWV will not routinely record and monitor activity on a continuous basis. Taking into account

the third data protection principle, the recording will be adequate, relevant and not excessive in

relation to the purpose for which it is being recorded.

	1.4.2 What is the source of the personal data? (Please select all applicable)

	 FORMCHECKBOX 
  Victims

 FORMCHECKBOX 
  Witnesses

 FORMCHECKBOX 
  Suspect

 FORMCHECKBOX 
  Accused

  Person convicted on an offence

 FORMCHECKBOX 
  Children or vulnerable individuals – provide details below

 FORMCHECKBOX 
  Other (e.g. data already held in other Police Scotland systems, partner agencies etc.) 

       - provide details below

	Body Worn Video records both video and audio, and they employ wide angle lenses that

capture events across a broad field of view. The very nature of the device and its use in policing

can result in the capture of larger amounts of information.

Body Worn Video (BWV) records the visual and audio identity of an individual, thereby

automatically capturing special category data. BWV devices are primarily designed to record

encounters between police officers and members of the public. Not only do they record both

video and audio, but they employ wide angle lenses that capture events across a broad field of

view.

	1.4.3 List all categories of personal data to be processed. This should also include the types of information if appropriate, e.g. videos, pictures, audio files. (Refer to the definition of personal data in Appendix 1 of Guidance Notes)

	Body Worn Video (BWV) cameras records the visual and audio identity of an individual, thereby

automatically capturing special category data. BWV devices are primarily designed to record

encounters between police officers and members of the public. Not only do they record both

video and audio, but they employ wide angle lenses that capture events across a broad field of

view. It will capture special category data of subjects within range, including those as a result of

collateral intrusion.

The very nature of the device and its use in policing can result in the capture of larger amounts

of information from

a) The subject of the recording,

b) Other persons present at the time of the recording,

c) Unrelated 3rd parties inadvertently captured in audio or video during the recording.

Whilst not exhaustive examples of data that may be gathered are:

Personal Data

Police Officers identification information (Shoulder number)

All individuals Location data

All individuals’ physical, physiological, cultural or social identity

An individual’s identification data such as passport, driving licence

Special Category Data

An individual’s racial or ethnic origin

An individual’s religious or philosophical beliefs

An individual’s biometric data (e.g. voice and facial characteristics).

BWV will not routinely record and monitor activity on a continuous basis. Taking into account

the third data protection principle, the recording will be adequate, relevant and not excessive in

relation to the purpose for which it is being recorded.


	1.4.4 Does this project involve processing sensitive data? If so, tick all categories of sensitive data to be processed.

	 FORMCHECKBOX 
  Race

 FORMCHECKBOX 
  Ethnic origin

 FORMCHECKBOX 
  Political opinions

 FORMCHECKBOX 
  Sex Life

 FORMCHECKBOX 
  Religion

 FORMCHECKBOX 
  Philosophical beliefs


	 FORMCHECKBOX 
  Trade Union membership

  Genetic data

 FORMCHECKBOX 
  Biometric data

 FORMCHECKBOX 
  Sexual orientation

 FORMCHECKBOX 
  Health

 FORMCHECKBOX 
  Criminal conviction data

  None

	1.4.5 Will the personal / special category / criminal conviction data be shared with anyone?

	 FORMCHECKBOX 
  Yes – provide details below

  No

	Information will only be shared with other law enforcement agencies including COPFS and

PIRC. The sharing of information will may also be utilised for matters of mutual aid and cross

border investigations and mutli-agency / national investigations.

The sharing of police information must be linked to a policing purpose which is defined as:

· Protecting life and property

· Preserving order

· Preventing and detecting offences

· Bringing offenders to justice

· Any duty or responsibility of the police arising from common or statue law

· BWV footage may be used for investigations involving staff employed by Police Scotland.

A record of the monitoring and identified issues will be used when undertaking / conducting an

audit. It is the view of Police Scotland that the requirement for this processing to be both lawful

and fair is met through the pressing social needs, namely that the public expect that police

officers are accountable and that they make use of all available resources and technologies to

ensure the most effective evidence is captured.

	1.4.6 Does the proposed processing involve the collection of data not previously collected by Police Scotland?

	  Yes – provide details below

 FORMCHECKBOX 
  No

	Click here to enter text

	1.4.7 Will the personal / sensitive data be fully identifiable, pseudonymised or anonymised? (Refer to Guidance Note 3 of the Part 1 Guidance Notes)

	 FORMCHECKBOX 
  Fully identifiable

  Pseudonymised – provide details of how this will be done, and at what stage in the process

 FORMCHECKBOX 
  Anonymised – provide details of how this will be done, and at what stage in the process

	The data will be fully identifiable. Copies of footage recorded and stored by the use of BWV can

be edited and redacted by officers using the approved software provided there is a justifiable

reason for doing so.

In certain circumstances, particularly where Post Incident Management Procedures are

implemented, this could involve anonymising personal and sensitive data in order to protect the

identity of persons who are not the primary subject, which includes the officers present

depending on the nature of the operation.

	1.4.8 Does the proposed processing involve any alignment or combining of data sets?

	  Yes – provide details below

 FORMCHECKBOX 
  No

	Click here to enter text


	1.4.9 How many individuals will be affected by the proposed processing, or what is the percentage of the population affected?

	Any person within Police Scotland who comes into contact with operational police officers

wearing BWV technology could be affected.

As part of their training and within the Code of Practice, officers will be given guidance on which

circumstances BWV should be used. However the overall decision to use the device lies with

the officer, who will determine when they feel the use of BWV would be beneficial or support the

incident at hand. BWV should only be used when they feel it is necessary for a policing purpose

and when justified and proportionate.

	1.4.10 What is the geographical area involved? (e.g. one division, a number of divisions, whole of Scotland. If this is not to cover the whole of Scotland, name the divisions / areas involved)

	The intention is to equip only Armed Police officers within Police Scotland.

These officers are located across Scotland. The system will overtly record both firearms

incidents and, when there is an operational necessity, when armed officers are overtly engaged

in local policing duties.

Due to the nature of such deployments this will cover the entirety of Scotland.


Part 1, Section 5 – Context of the Processing – The wider picture including internal and external factors which might affect expectations or impact
	1.5.1 Are there prior concerns internally over this type of proposed processing, or known security flaws?

	  Yes – provide details below. This must be addressed in the risk assessment

 FORMCHECKBOX 
  No

	Click here to enter text

	1.5.2 Describe any relevant advances in technology or security

	BWV is used across the UK by other law enforcement agencies. Therefore although this will be

a new development for Police Scotland, the use of same is not an advance in technology or

security.

	1.5.3 Are there any current issues of public concern in the area of the proposed processing? If so, provide details.

	  Yes – provide details below. This must be addressed in the risk assessment.

 FORMCHECKBOX 
  No

	From an initial public engagement survey, strong public support has been received for the

introduction of BWV. Some concerns were raised among seldom heard communities, however

this is explained very clearly in the AP use of BWV engagement insight report and will be further

explored with such groups in the next phase of public consultation and engagement.

Due to the NPCC recommendations and operational necessity, Police Scotland is proceeding

with planning for a deployment of BWV for Armed Policing only at this time.

Work has commenced for a full public consultation to identify issues of public concern which will

be incorporated as part of a planning and DPIA for any future national rollout across Scotland.

	1.5.4 What relevant codes of practice have been considered and complied with? (Refer to Guidance Note 4 of the Part 1 Guidance Notes)

	The legal framework and existing body of guidance in which Police Scotland relies is provided

by the following legislation, which in turn has informed the development of the Body Worn Video

Code of Practice and Standard Operating Procedures documents.:

- The Data Protection Act 2018 (including Compliance Policy and Guidance)

- NPCC Authorised Professional Practice (APP)

- 2010 Guidance on the Management of Police Information

- The APP Data Protection Manual of Guidance

- Police Scotland Information Management Standard Operating Procedures

- Police Scotland Records Management Policy (including the Retention, Review and

Disposal Schedule)

- Authorised Professional Practice for Armed Policing

- National College of Policing Guidance on Body Worn Video

- Safeguarding Body Worn Video Data, Home Office Publication (2018)

Police and Fire Reform (Scotland) Act 2012

Freedom of Information (Scotland) Act 2002

Regulation of Investigatory Powers (Scotland) Act 2000 - covering covert directed or intrusive

surveillance.


This form should now be sent to the Information.Assurance@scotland.pnn.police.uk .

It will be returned to you within 5 working days with a decision as to whether the proposed processing is high risk.

Once you receive the response you should then complete Part 2 of this DPIA (which will be sent to you from Information Assurance (IA) with the response to Part 1) and send it to Information.Assurance@scotland.pnn.police.uk
	For Information Assurance use only:

	Is the proposed processing of personal data for Law Enforcement purposes likely to result in a high risk to the rights and freedoms of the data subject?

 FORMCHECKBOX 
  Yes – Provide the rationale for your decision below
  No – Provide the rationale for your decision below


	Rationale for decision:

	Any systematic processing of public spaces is assessed to be High Risk. This combined with

the ongoing interest in the use of BWV from the public and parliament, means that a full DPIA is

required.


Law Enforcement DPIA Part 2 – Assessment of legality, governance and risks

Name of Project: Click here to enter text
URN: Click here to enter text
The guidance notes must read before answering the questions. Once completed, this part must be submitted to Information.Assurance@scotland.pnn.police.uk to assess and agree sign off of this DPIA.
Part 2, Section 1 – Assessment of Necessity and Proportionality – The Data Protection Principles and other relevant sections of the Data Protection Act 2018 (DPA 2018)

1st Principle – Lawful and fair. DPA Section 35 and Schedule 8
	2.1.1A Is the processing based on consent? 

	
	Yes – If so, please contact Information Assurance for advice before proceeding with the rest of this DPIA. (Following discussion, if consent is to be the basis for processing, Information Assurance must update the free text box with supporting detail otherwise, amend response to “No”)

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.1.1B The processing must be based in law. The lawful basis may come from Section 20 (Duties of a Constable) or Section 32 (Policing Principles) of the Police and Fire Reform (Scotland) Act 2012. Please list any other legislation specific to the proposed processing below

	Click here to enter text


	2.1.2 Does the processing involve the processing of sensitive data? Tick all that applies (See your response to Q1.4.4 in Part 1 of this DPIA)

	 FORMCHECKBOX 
  Race

 FORMCHECKBOX 
  Ethnic origin

 FORMCHECKBOX 
  Political opinions

 FORMCHECKBOX 
  Sex Life

 FORMCHECKBOX 
  Religion

 FORMCHECKBOX 
  Philosophical beliefs
	 FORMCHECKBOX 
  Trade Union membership

  Genetic data

 FORMCHECKBOX 
  Biometric data

 FORMCHECKBOX 
  Sexual orientation

 FORMCHECKBOX 
  Health

  None – go to question 2.1.4 below

	2.1.3 To process sensitive data for a law enforcement purpose at least one of the following (or another Schedule 8 condition not listed below) must be satisfied.  The Schedule 8 conditions must be read in full before completing this question. Check all that apply and provide further details below as to why each applies. Schedule 8 of DPA 2018 (Refer to Guidance Note 1 of the Part 2 Guidance Notes)

	

	The individual has given consent to the processing 
The processing:

	 FORMCHECKBOX 

	is necessary for the exercise of a function conferred on a person by an enactment or rule of law and is necessary for reasons of substantial public interest

	 FORMCHECKBOX 

	is for the administration of justice

	
	is necessary to protect the vital interests of an individual

	 FORMCHECKBOX 

	is necessary for the safeguarding of children and of individuals at risk

	
	relates to personal data manifestly made public by the data subject

	
	Other Schedule 8 condition – Provide details below

	The following Schedule 8 conditions apply to this processing:

Condition 1(a) - is necessary for the exercise of a function conferred on a person by an

enactment or rule of law and (b) is necessary for reasons of substantial public interest. This

function is defined by Sections 20 and 32 of the Police and Fire Reform (Scotland) Act 2012

which outline the duties of a constable and the policing principles, namely it is the responsibility

of Police Scotland to protect life and property and improve the safety and wellbeing of persons,

localities and communities in Scotland. To do so is substantially in the public interest and will

require Police Scotland to process sensitive personal data using BWV on occasion.

Condition (2) - Administration of Justice. Evidence, including sensitive personal data, captured

by BWV will assist in the successful reporting and prosecution of offenders.

Condition (4) - Safeguarding of Children and Individuals at Risk. Sensitive data processed as

result of a BWV deployment could form part of a wider assessment of a situational vulnerability

being experienced by a child or adult at risk to allow appropriate support to be provided to them.


2nd Principle – Specified, Explicit and Legitimate – DPA Section 36
	2.1.4 Is the personal data to be used for the purpose for which it was first gathered?

	 FORMCHECKBOX 

	Yes

	
	No – State below the purpose for which it was gathered, and the new purpose

	Click here to enter text


3rd Principle – Adequate, Relevant and Not excessive – DPA Section 37

	2.1.5 What assessment has been made to ensure that the personal data being processed is adequate, relevant and not excessive in relation to what is necessary for the purpose for which they are gathered?

	Any person within Police Scotland who comes into contact with operational police officers

wearing BWV technology could be affected.

As part of their training and within the Code of Practice, officers are given guidance on which

circumstances BWV should be used. However the overall decision to use the device lies with

the officer, who will determine when they feel the use of BWV would be beneficial or support the

incident at hand. BWV should only be used when they feel it is necessary for a policing purpose

and when justified and proportionate.

Guidance and operating procedures are in place to ensure the data is necessary and justified

for a policing purpose. BWV will not be routinely recording and monitoring all activity on a

continuous basis. Taking into account the third data protection principle, the recording will be

adequate, relevant and not excessive in relation to the purpose for which it is being recorded.


4th Principle – Accurate and kept up to date where necessary – DPA Section 38

	2.1.6 How will the accuracy of data be checked?

	Data will usually be provided by the individual being recorded and therefore should be accurate.

Any data captured can be cross checked with other Police databases and with the individual

concerned to ensure accuracy.

	2.1.7 What process will be in place to keep it up to date where necessary?

	No updating of data will be required.

	2.1.8 There must be a functionality or procedure to distinguish between fact and opinion. How will you ensure that this is done? If this cannot be done, please explain why.

	Data recorded and captured through the use of BWV during events / deployment will be factual

as the data will come from the subject first hand. Data captured consists of real time footage

and as such cannot be subject to manual manipulation and is therefore accurate.

	2.1.9 How will you ensure that there will be a clear distinction between personal data relating to different categories of data subjects? (e.g. victims, witnesses, accused etc.) If this cannot be done, please explain why

	There will be a clear distinction when viewing BWV footage as to the facts provided and

whether they relate to a victim, witness or accused etc. The software will allow for suitable and

appropriate redaction, edit and blurring out of individuals not applicabale to the footage at hand.

The original saved footage in its entireity is unaffected by this.

	2.1.10 What steps will be taken to ensure that personal data which is inaccurate, incomplete or no longer up to date is not transmitted or made available for any of the law enforcement purposes? DPA Section 38(4) and (5) refers

	All data captured and held on Police Scotland systems will be only held for a policing purpose,

for example evidential production in a case. Any data not required required for policing

purposes will be automatically deleted after 31 days.


5th Principle – Not kept longer than necessary – DPA Section 39

	2.1.11 How long will the personal data be retained?

	Data will be downloaded and then deleted from the BWV device when docked. Once docked,

data is downloaded onto the Police Scotland server where it remains until it is automatically

deleted after 31 days unless required for justifiable policing purposes.

Data required to be kept for longer than this (once it has been exported from the camera and

onto the server), will require to be marked accordingly. When this data is required to be shared

evidentially, it will be burned onto disc or encrypted USB and logged as a production in the

normal manner. This production can thereafter be transferred in line with current practices.

All data will be retained in line with the Crime and Investigations section of the Police Scotland

Record Retention SOP.

	2.1.12 Is the personal data covered by the existing Police Scotland Record Retention SOP?

	 FORMCHECKBOX 

	Yes – Quote the relevant section of the SOP below

	
	No – The records manager must be consulted to determine the relevant retention period and the SOP and this DPIA updated.

	This is in line with existing procedures outlined within the Police Scotland Record Retention

SOP ‘Operations’ section, which outlines that footage may be exported and retained for longer

in line with the purpose it is being exported for i.e Criminal Investigation.

All such instances must be justified and not for speculative reasons.

The software proposed will have a retention policy inbuilt which will remove and delete personal

data after the 31 day period – which is in line with current Police Scotland Records Retention

procedures.

	2.1.13 The system must be able to weed and delete a) individual records and b) bulk records. How will you ensure that this can be done? (e.g. manual intervention, automatic deletion etc.)

	a)
	The software proposed will have a retention policy inbuilt which will remove and delete

personal data after the 31 day period.

	b)
	Similarly the Motorola BWV DEM software has the ability to install both manual and

automatic intervention / deletion processes. This system is fully auditable, there are checks

built into the system to ensure this is done.


	2.1.14 If the data is to be retained after the retention period, e.g. for statistical purposes, how will it be anonymised?

	The data will only be retained for a justifiable policing purpose. Data will not be subject or

require to be kept in an anonymised state beyond retention.

	2.1.15 What processes will be in place to ensure the data is securely destroyed / deleted?

	The Motorola Video Manager software has an automatic deletion policy in place, data not

required to be kept for a justifiable policing purpose will be deleted after 31 days.

All users must complete a comprehensive online training prior to using the system or cameras.

Additional support material in the form of a Code of Practice, Standard Operating Procedures,

BWV intranet page users guides and how to videos will be available and updated.

When an officer has finished their shift they will dock the cameras, footage is then transferred

securely and automatically from the BWV cameras to the storage area identified on the Police

Scotland computer system. Once this transfer is confirmed as complete, the footage is

permanently deleted from the BWV camera before its next use. This process is again fully

audited and recorded in Video Manager automatically.

Once on the Police Scotland System all data (Footage) will be managed by Police Scotland

staff in accordance with the Police Scotlands Records Retention SOP (Crime and Investigation

section).

In the case of the requirement for any other further permanent deletion of any data, this will be

carried out in accordance with Police Scotlands current practices in relation to secure data

deletion.


6th Principle – Security / Security of processing – DPA Sections 40 and 66 – Technical or organisational measures in place to ensure protection of the personal data against unauthorised or unlawful processing and against accidental loss, destruction or damage and obligations relating to security, respectively.
	2.1.16 If in Part 1 you stated that you had not consulted with the Information Security Manager (ISM) has this now been done?

	 FORMCHECKBOX 

	Yes – and advice received

	
	No – explain below why this has not yet been done

	
	Not applicable

	The Police Scotland Information Security Officer is an established member of the project team.

	2.1.17 On which risk register will the information be recorded? If it is already on a risk register, please state which.

	Armed Policing Risk Register.

	2.1.18 What processes will be in place to determine who will have access to the data / system?

	Role Based Access Controls (RBAC) will be assigned. Users require the same level of security

clearance they have to access other standard Police Scotland computer applications. Armed

Policing will have responsibility for monitoring the impact of persons moving within and outwith

the business area and creating associated roles and updates to RBAC controls.

	2.1.19 How will access to the system be granted and removed?

	Through user access determined by Role Based Access Control (RBAC) policy. The RBAC

policy will be managed by the owning business area, namely armed policing. Where employees

are moved roles, their RBAC requirements will be reviewed and amended according to their

new role.

The RBAC is easily managed through Motorolas supplied software.

Similar system providing access will be granted to operational officers and those whose role

requires a device by ICT and supervisors with the required privileges within the application.

Officers will use their PSI number and chosen password to access the application.

	2.1.20 What level of security clearance (i.e. vetting level) will be required to access the system? Vetting SOP. Advice regarding this can be also obtained from the ISM / Vetting Unit.

	A standard recruitment vetting level will be required to access the system. However additional

security levels of access are built into the software to allow for supervisor and managerial

exclusive access.

	2.1.21 What data protection / security training will users, processors, external contractors etc. receive, before gaining access to the system?

	All users must complete a comprehensive online training prior to using the system or cameras.

Additional support material in the form of a Code of Practice, Standard Operating Procedures,

BWV intranet page users guides and how to videos will be available and updated.

Users will be given mandatory corporate Data Protection training and guidance on an annual

basis utilising the online Moodle training platform.


	2.1.22 Confirm you will you have a SyOps / procedure manual / SOP etc. to detail the above?

	 FORMCHECKBOX 

	Yes – state below which of the above.

	
	No – state below, why not.

	Documentation creation is ongoing for SyOps, Code of Practice and Standard Operating

Procedures for armed policing use of BWV.

	2.1.23 What technical controls will be put in place to protect data at rest, from compromise? Check all that apply.

	 FORMCHECKBOX 
  Encryption
	 FORMCHECKBOX 
  Role Based Access Control

	2.1.24 How will information be protected in transit?

	  Secure email
	 FORMCHECKBOX 
  Encryption

	  Egress
	  Other – Provide details below

	BWV Camera will have encryption to ensure footage cannot be accessed or viewed until

docked and downloaded to police server.

	2.1.25 Explain how loss of data at rest, will be prevented in case of a business continuity incident / disaster recovery. (e.g. Business Continuity Plans, backups and frequency, resilience, parallel systems etc.)

	Data will be retained by Police Scotland centrally on a national Police Scotland system. Disaster

recovery system and business continuity plans are managed and fall within pre-existing Police

Scotland plans managed by Police Scotland ICT staff.


Part 2, Section 2 – Information Sharing
	2.2.1 Is any of the data being processed to be shared with third parties? (i.e. outwith Police Scotland) 

	 FORMCHECKBOX 

	Yes – state below which 3rd parties.

	
	No – go to question 2.3.1.

	Click here to enter text

	2.2.2 If the information is to be shared with third parties, are there Information Sharing Agreements (ISAs) already in place with these third parties?

	
	Yes – agreement(s) in place – Give details below

	
	Not yet – agreement(s) required

	 FORMCHECKBOX 

	No – none required. If not required, state the reason.

	Information will only be shared with law enforcement agencies, COPFS and PIRC using

established protocols and legislation.


Part 2, Section 3 – Measures Contributing to the Rights of the Data Subjects

Subject Access Requests (SARs) – DPA Section 45

	2.3.1 How will you ensure that the personal data will be available to Information Management for the processing of SARs?

	The GDPR and the Data Protection Act 2018 strengthen the rights of individuals, as data

subjects, in relation to the personal data that Police Scotland holds about them.

If an individual wishes to exercise this right, Article 15 of the General Data Protection Regulation

and section 45 of the Data Protection Act 2018 provide a right of access to the information

Police Scotland holds about them. Individuals can submit a subject access request by emailing:

dataprotectionsubjectaccess@scotland.pnn.police.uk
Armed Policing will work with Information Management, who process such requests as a

statutory obligation, and respond accordingly subject to certain restrictions. For example,

restricting individuals rights may be necessary to protect the rights and freedoms of third parties

or to avoid prejudicing the prevention and detection of criminal offences.

The redactment or anonymising of any third parties inadvertently captured in audio or video

during the recording and / or not subject of the request can be carried out by Police Scotland.

Ownership and responsibility for this will lie with the relevant department so in this case Armed

Policing, who will ensure that the correct amendment (pixilation) to any footage are compatible

with disclosure and the UK Data Protection Act 2018 / UK GDPR.

Well established processes in this regard are currently in place with the operational use of Body

Worn Video in North East Division.


Right to rectification, erasure and restriction – DPA Section 46, 47, and 48

	2.3.2 How will you ensure that the personal data can be corrected, deleted or the processing restricted if required, in response to an individual’s rights request?

	The GDPR and the Data Protection Act 2018 strengthen the rights of individuals, as data

subjects, in relation to the personal data that Police Scotland holds about them.

Concerning this right, Armed Policing will work with Information Assurance, who process such

requests as a statutory obligation, and respond accordingly. The above right is subject to

exemptions that we may apply, for example if data is being processed for law enforcement

purposes or under a legal obligation.


Part 2, Section 4 – Other legal requirements
Auditable Logging – DPA Section 62
	2.4.1 The system must create an auditable record (or log) each time a user does any of the following to the personal data. Please confirm or otherwise that the proposed system will do this.  This is a legal requirement. 
If these requirements cannot be met before the system goes live, the system will not be accredited.

	a) Collection – the log must record

	· what data was collected / input

· the identity of the individual who updated the system with the data

· the date and time the system was updated

	 FORMCHECKBOX 

	Yes – the system will record an auditable record of all of the above

	
	No – Explain which of the above requirements will not be met, the reason and the mitigations. A detailed proposal of how this will be done must be included in the risk assessment at the end of the DPIA.

	Click here to enter text


	b) Alteration – the log must record:

· the data that was altered

· the identity of the individual who altered the data

· the date and time the data was altered

	 FORMCHECKBOX 

	Yes – the system will record an auditable record of all of the above

	
	No – Explain which of the above requirements will not be met, the reason and the mitigations. A detailed proposal of how this will be done must be included in the risk assessment at the end of this DPIA.

	Click here to enter text

	c) Consultation (accessing / viewing) – the log must record

· what data was consulted

· the reason for the consultation

· the identity of the person who consulted it

· the date and time of the consultation

	 FORMCHECKBOX 

	Yes – the system will record an auditable record of all of the above

	
	No – Explain which of the above requirements will not be met, the reason and the mitigations. A detailed proposal of how this will be done must be included in the risk assessment at the end of this DPIA.

	Click here to enter text

	d) Disclosure (including transfers) – the log must record:

· the information that was disclosed

· the reason for the disclosure

· the date and time of the disclosure

· the identity of the person who made the disclosure

· the identity of the recipients of the data

	 FORMCHECKBOX 

	Yes – the system will record an auditable record of all of the above

	
	No – Explain which of the above requirements will not be met, the reason and the mitigations. A detailed proposal of how this will be done must be included in the risk assessment at the end of this DPIA.

	Click here to enter text


	e) Combining with other data – the log must record:

· the data which was combined

· the identity of the individual who combined the data

· the date and time of the combination

	 FORMCHECKBOX 

	Yes – the system will record an auditable record of all of the above

	
	No – Explain which of the above requirements will not be met, the reason and the mitigations. A detailed proposal of how this will be done must be included in the risk assessment at the end of this DPIA.

	Click here to enter text

	f) Erasure / weeding – the log must record:

· the fact that a specific record was accessed

· that data was erased/weeded

· the identity of the individual who erased/weeded the record

· the date and time of the erasure/weeding

	 FORMCHECKBOX 

	Yes – the system will record an auditable record of all of the above

	
	No – Explain which of the above requirements will not be met, the reason and the mitigations. A detailed proposal of how this will be done must be included in the risk assessment at the end of this DPIA.

	Click here to enter text


Data transfers outwith the UK – DPA Sections 72 to 78 (Refer to Guidance Note 2 of the Part 2 Guidance Notes)

	2.4.2 Will the data be held in or transferred to a country within the EU but outwith the UK?

	
	Yes – state below which country / countries below

	 FORMCHECKBOX 

	No – go to question 2.4.5

	Click here to enter text


	2.4.3 For what purpose is the data held in / transferred to the country / countries listed above? Include the legislation which governs the transfer of the data.

	Click here to enter text

	2.4.4 What processes will be in place to ensure the data is adequately protected? This should include the means used to transfer the data, who will have access etc.

	Click here to enter text

	2.4.5 Will the data be held in or transferred to a country outwith the UK and the EU?

	
	Yes – state below which country / countries below

	 FORMCHECKBOX 

	No – go to question 2.5.1

	Click here to enter text

	2.4.6 For what purpose is the data held in / transferred to the country / countries listed above? Include the legislation which governs the transfer of the data.

	Click here to enter text

	2.4.7 What processes will be in place to ensure the data is adequately protected? This should include the means used to transfer the data, who will have access etc.

	Click here to enter text


Part 2, Section 5 – Other privacy legislation
	2.5.1. Does the project involve the use of powers within any of the following? Check box as appropriate

	
	RIPA 2000

	
	RIP(S)A 2000

	
	IPA 2016

	 FORMCHECKBOX 

	None of the above


	2.5.2 If any of the above apply, provide the relevant sections of the legislation

	Click here to enter text


Human Rights Act 1998

	2.5.3 Article 2 – Right to Life

Does the proposed process involve new or existing data processing that adversely impacts on an individual’s right to life? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.4 Article 3 – Prohibition of torture

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right not to be subjected to torture or inhuman or degrading treatment or punishment? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.5 Article 4 – Prohibition of slavery and forced labour

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right not to be held in slavery or servitude or required to perform forced or compulsory labour. Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.6 Article 5 – Right to liberty and security

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to liberty and security? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text


	2.5.7 Article 6 – Right to a fair trial

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to a fair trial? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.8 Article 7 – Right to no punishment without law

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right not to be held guilty of a criminal offence which did not constitute a criminal offence at the time was committed? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.9 Article 8 – Right to respect for private and family life

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to respect for his private and family life, his home and his correspondence? Schedule 1 of the Human Rights Act (HRA) 1998)

	 FORMCHECKBOX 

	Yes – provide details below

	
	No

	It is possible that operating a BWV device could lead to officers recording situations within a

private setting and thus obtain information about a person private and family life. Footage could

also be taken at incidents where persons not the subject are inadvertently recorded in the

background.

Officers will be provided training and a Code of Practice to inform when recording of such

footage is justified, necessary and proportionate and required for a policing purpose. Any

footage obtained which is not required for evidential or other policing purposes will be deleted

and subject to automatic weeding after 31 days.

As a law enforcement organisation Police Scotland is subject to a statutory duty under the

Human Rights Act (HRA) Article 6(1) not to act inconsistently with a Convention right. The

relevant Convention right for the purposes of this processing is Article 8(1) of the Convention.

It is the view of Police Scotland that Article 8(1) provides limited protection to the criminal and it

is not intended to bar lawful and proportionate law enforcement activities. It is for this reason

that the Police Scotland believes that the interference with the Article 8(1) rights can be justified

under Article 8(2). The purpose is the prevention and detection of crime. This falls squarely

within one of the permissible bases for interference in Article 8(2), which refers specifically to

the prevention of disorder or crime. However, Police Scotland recognises that for the

interference to be justified it would need to be “in accordance with the law” and “necessary in a

democratic society”, within the meaning of Article 8(2).

	2.5.10 Article 9 – Right to freedom of thought, conscience and religion

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to freedom of thought, conscience and religion? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text


	2.5.11 Article 10 – Right to freedom of expression

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to freedom of expression? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.12 Article 11 – Right to freedom of assembly and association

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to freedom of peaceful assembly and to freedom of association with others? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.13 Article 12 – Right to marry

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to marry and found a family? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text

	2.5.14 Article 14 – Right to freedom of discrimination

Does the proposed processing involve new or existing data processing that adversely impacts on an individual’s right to freedom of discrimination on any grounds? Schedule 1 of the Human Rights Act (HRA) 1998)

	
	Yes – provide details below

	 FORMCHECKBOX 

	No

	Click here to enter text


Consultation Process with Relevant Stakeholders

	2.6.1 Do you intend to consult others either internally (e.g. business areas, staff associations, TUs etc. other information experts) or externally on the proposed processing?

	 FORMCHECKBOX 

	Yes

	
	No – If you do not intend to consult anyone, you must justify why consultation is not appropriate.

	Public confidence in Police Scotland to safeguard and process all (sensitive) personal data we

hold fairly and lawfully is of paramount importance to the Service. It would have been preferable

for Police Scotland to undertake a full public consultation exercise before roll out to Armed

Policing as part of this DPIA. However, the strict timescales to implement this project in advance

of COP26 for Armed Policing and the inherent need for this technology meant this was not

possible.

In the absence of a full public consultation exercise before the implementation of rollout to

armed policing, an engagement survey was issued to inform the Police Scotland position as to

how this capability can / should be deployed.

In addition to the above, the privacy by design features outlined within this document will form

part of the annual review of this DPIA to ensure adequacy of the protections they afford to the

processing.

Results from the engagement survey are documented within the Insight Report and provides

the method of public engagement employed by Police Scotland and the outcomes from same. It

has not been possible to attach a copy of this report as an Appendix due to the stored format.

It should be noted that a full public consultation is to be carried out concerning the rollout of

BWV across Scotland, the findings from which will inform and updated DPIA in respect of the

use by Police Scotland of BWV technology, including armed policing.

The Scottish Police Federation (SPF) have been involved in the planning for BWV for Armed

Policing from the outset and consulted at each stage. They are supportive of the project.

	2.6.2 Who do you propose to consult on the proposed processing? List both internal and external organisations / individuals.

	Engagement survey carried out and documented within the Insight Report.

	2.6.3 When do you propose to consult with the above organisations / individuals?

	Engagement survey carried out and documented within the Insight Report.

	2.6.4 How do you intend to consult with the above organisations / individuals?

	Online and by letter.


Part 2, Section 7 – Assessment and mitigation of risks posed by the proposed processing to the rights and freedoms of data subjects (Refer to Guidance Note 3 of the Part 2 Guidance Notes)
	Risk(s) identified to the rights and freedoms of the data subject
	Probability and Impact Score and Risk Level
	Mitigations
	Probability and Impact Score and Risk Level after mitigations
	Result:

The risk is:

· Eliminated (E)

· Reduced and Acceptable (R/A)

· High/Very High and Acceptable (H/A)*

· High / Very High and Not Acceptable (H/NA)*
	Evaluation: Is the final impact on individuals after implementing each solution a justified, compliant and proportionate response to the aims of the project?

	User error leading to

cameras or system

being used incorrectly

or not in line with

policy – this could

result in data

breaches
	Probability – 3

Impact - 3

Overall -

9

(MEDIUM)
	All users must

complete a

comprehensive online

training prior to using

the system or

cameras. Additional

support material in the

form of a Code of

Practice, Standard

Operating Procedures,

BWV intranet page

users guides and how

to videos will be

available and updated.
	Probability – 1

Impact - 3

Overall -

3

(LOW)
	R/A
	Yes, the necessary

guidance and training

are in place to mitigate

this risk by providing

clear instruction as to

how devices will be

used. The impact on

is proportional and

justified when

balanced against the

requirement to prevent

and detect crime and

keep our communities

safe.

	Faults and system

failure, leading to loss

of data
	Probability – 2

Impact - 3

Overall –

6

(MEDIUM)
	BWV cameras the

DEM system are

supported by Motorola

as part of their

contract with Police

Scotland. The devices

have encrypted

technology preventing

the loss of data.

Users must report any

faults or system

failures via the Police

Scotland IT service

portal.
	Probability – 1

Impact - 3

Overall -

3

(LOW)
	R/A
	Yes, the BWV

equipment has high

levels of encryption to

prevent any loss of

data, supported by

internal processes

with regard to the

action to be taken in

the event of a device

being lost or stolen.

	Un-redacted data

getting into the public

domain owing to a

BWV being lost or

stolen
	Probability – 4

Impact - 3

Overall -

12

(HIGH)
	Should a BWV camera

be lost/stolen, the data

held on the device is

encrypted. The data is

uploaded from the

BWV camera directly

into the Police

Scotland DEM system.

All data on the DEM

system is stored in

secure “on-premises”

storage and can only

be accessed via a

Police Scotland

approved device.

RBAC’s user accounts

are created directly

from the Police

Scotland active directory to ensure

that the account

information is always

up to date.

The DEM system

provides tamper-proof

evidence audit

records, logs the

when, who, and what

for each evidence file.

These records cannot

be edited or changed,

even by account

administrators.

The Code of Practice

provides clear

instruction with regard

to the action to be

taken should a

camera be lost or

stolen.
	Probability – 2

Impact - 3

Overall -

6

(MEDIUM)
	R/A
	Yes, the mitigation to

address this risk

includes level of

encryption, training,

guidance and RBAC

controls with regards

access to footage.

The impact on is

proportional and

justified when

balanced against the

requirement to prevent

and detect crime and

keep our communities

safe.

	The very nature of the

device and its use in

policing can result in

the capture of larger

amounts of

information.

Some of the data

captured could be of a

sensitive nature, and if

there was a security breach that data could

contain information

which may put a

person at risk of

serious harm.
	Probability – 4

Impact - 3

Overall -

12

(HIGH)
	When making a

decision whether to

record an incident or

part of an incident,

users must consider

whether using BWV is

proportionate and

necessary in the

circumstances,

according to their training and the Code

of Practice.

Recording should,

where practicable, be

restricted to those

individuals and areas

where it is necessary

in order to provide

evidence relevant to

the incident. Users

should consider taking

steps to minimise

collateral intrusion on

those not involved in

the incident,

particularly in areas

where there is a

higher than usual

expectation of privacy,

e.g. changing

facilities.

Should a camera be

lost/stolen the data

held on the device is

encrypted.

Access to sensitive

footage can be

restricted using the

DEM software

provided by the

supplier.
	Probability – 3

Impact - 3

Overall -

3

(MEDIUM)
	R/A
	The mitigation to

address this risk is

covered as part of

training and guidance.

	BWV operated within

a private dwelling

perceived as an

intrusion of the

occupants privacy
	Probability – 4

Impact - 3

Overall -

12

(HIGH)
	BWV is not used

covertly only overtly.

Officers are trained to

only use BWV if

required for a policing

purpose and to be

able to justify use to

prevent and detect

crime.

The use of BWV is

highlighted to those

being recorded and

use fully explained by

the operator.

Where such footage is

required for evidential

purposes, the DEM

software has the

facility to edit and

remove persons not

involved in a particular

incident.
	Probability – 3

Impact - 3

Overall -

9

(MEDIUM)
	R/A
	The impact on the

individual is

proportional and

justified when

balanced against the

requirement to prevent

and detect crime and

keep our communities

safe.

	BWV being operated

within public areas

where persons

unconnected with the

incident who perceive

this as an intrusion of

privacy.
	Probability – 4

Impact - 4

Overall -

16

(HIGH)
	Public consultation

was carried out at the

introduction of the

devices and repeated

more recently by the

Digitally Enabled

Policing team.

BWV is not used

covertly only overtly.
Officers are trained to

only use BWV if

required for a policing

purpose and to be

able to justify use to

prevent and detect

crime.

The use of BWV is

highlighted to those

being recorded and

use fully explained by

the operator.

Where such footage is

required for evidential

purposes, the DEM

software has the

facility to edit and

remove persons not

involved in a particular

incident.
	Probability – 2

Impact - 4

Overall -

8

(MEDIUM)
	R/A
	The impact on the

individual is

proportional and

justified when

balanced against the

requirement to prevent

and detect crime and

keep our communities

safe.

	Collateral intrusion

during capture.

Persons unconnected

with the policing

incident are visually

recorded by BWV.
	Probability – 4

Impact - 4

Overall -

16

(HIGH)

	The BWV software

allows for footage to

be edited so that only

relevant material can

be stored and persons

unconnected with the

incident can be

pixelated if

required.(determined

by system selected

and software)

BWV is not used

covertly only overtly.

Officers are trained to

only use BWV if

required for a policing

purpose and to be

able to justify use to

prevent and detect

crime.

The use of BWV is

highlighted to those

being recorded and

use fully explained by

the operator.

	Probability – 2

Impact - 4

Overall -

8

(MEDIUM)

	R/A
	There is an

acceptance that

individuals may be

recorded by BWV who

are not connected to a

Policing incident

particularly if said

incident occurs within

a busy public area.

The impact on

individuals is

proportionate.


	Data accessed by

unauthorised persons
	Probability – 3

Impact - 3

Overall -

9

(MEDIUM)
	BWV devices are

highly encrypted. To

bypass the encryption

and access

downloaded footage,

can only be achieved

via secure Police

computer systems.

Devices and footage

are stored within

secure Police

buildings.

RBAC’s user accounts

are created directly

from the Police

Scotland active

directory to ensure

that the account information is always

up to date and that

only authorised and

trained users have

access.
	Probability – 2

Impact - 3

Overall -

6

(MEDIUM)

	R/A

	The security of the

devices and software

will reduce the risk to

a proportionate level

for the project.


Once Part 2 of the DPIA is complete it must be returned to IA to ensure the legal requirements are met. Once IA are satisfied that all legal requirements have been met, they will sign it and return it to the project.

*If following mitigations, the risk to the rights and freedoms of individuals remains high, processing cannot commence without the agreement of the Information Commissioner.

Approval of DPIA

Information Assurance:

Name: Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, S38(1)(b) – Personal Information of a Third Party
Signature: Information has been removed due to its content being exempt in terms of the Freedom of Information (Scotland) Act 2002, S38(1)(b) – Personal Information of a Third Party
Date: 23 August 2021
Comments / Observations: N/A
Strategic Information Asset Owner (SIAO): (Before signing – See Guidance Note 4 in Part 2 of the Guidance Notes)
Name: Kenny MacDonald
Signature: Kenny MacDonald
Date: 07/09/2021
Comments / Observations: N/A
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